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ABSTRACT 

With high mobility, it is barely easy for the vehicles to access confined data in VANETS and to overcome this 

difficulty data is being stored in local storage of vehicles. Although a lot of research work has been done on 

efficient information sharing, security issues are largely ignored in these works. Therefore, our work is mainly 

focused on securing valuable information that is shared among the nodes. A key design optimization technique 

of this paper is to prevent the legitimate nodes from malicious nodes which may return the cached data or 

modify the route and forward a request to a caching node. This paper includes an authentication mechanism, 

preventing mobile nodes from maliciously modify data, drop or forward the request to the wrong destination. 

This efficient caching technique in cooperative fashion to allow the sharing and coordination of cached data 

among multiple nodes, can be used to improve the performance of data access in VANETS. In addition to the 

above technique, a cache invalidation scheme is also addressesd to keep the cached copies valid. 

I. INTRODUCTION 

VANET is one of the new types of Mobile 

Ad-hoc Networks and the most promising networking 

paradigm that received strong interest from research 

communities. Network with high-speed mobile 

vehicles providing information to vehicular 

passengers is one of the most promising directions of 

the mobile infotainment business. Unfortunately, 

information delivery to moving vehicles is also a most 

challenging task. Cooperative Caching is an effective 

technique to cache the frequently accessed data items 

at the client side to improve performance in mobile 

environments [9][10]. To reduce data access delay, 

caching technique is being used since some data 

access requests can be served from the local cache, 

thereby obviating the need for data transmission over 

the scarce wireless links. As mobile nodes in ad hoc 

networks may have similar tasks and share common 

interests, cooperative caching [1], which allows the 

sharing and coordination of cached data among 

multiple nodes, can be used to reduce the bandwidth 

and power consumption. For example, if a vehicle 

obtained the accidental information from the data 

centre, it is very likely that nearby vehicles also need 

the same information from the data centre. Bandwidth 

and power can be saved if these data accesses are 

served by the vehicle with the cached data instead of 

the data centre, which may be far away. Certainly, this 

cache sharing requires mobile nodes to coordinate 

with each other regarding their cached data then it can 

communicate with other cars and can warn those cars 

which are not yet arrived at accidental place thus 

using Vehicle-to-Vehicle (V2V) communication. This 

information may also be sent to or from roadside base 

units using Vehicle-to-Infrastructure (V2I) 

communication. 

 When cache is used, cache consistency 

issues [4] must be addressed to ensure that clients see 

only valid states of the data or at least do not 

unknowingly access data that is stale according to the 

rules of the consistency model [11][12]. In some 

adversary and strategic scenarios such as in the 

battlefield, accessing stale data (e.g., outdated enemy 

information) may be life threatening, and hence we 

need to study how to achieve strong consistency. 

Considering later issue in caching, it is 

imperative to consider security as one of the issue 

which also affects the performance of the network. 

Since, the cached data may be returned by the mobile 

nodes, or modify the route and forward a request to a 

caching node, it is very important that mobile nodes 

do not maliciously modify data, drop or forward the 
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request to the wrong destination. In few researches 

some methods have been proposed to avoid or detect 

such malicious nodes via authentication mechanisms. 

Digital signature is one of the common approaches for 

data authentication. With this approach, the data 

source can sign the data with its private key, so that 

intermediate routers cannot modify the data. 

However, the digital signature approach has high 

overhead, both in terms of time to sign ands verify, 

and in terms of bandwidth. 

A scheme for provisioning security in Data 

Caching to achieve more deterministic network 

behaviour, so that information carried by the network 

can be better delivered and network resources are 

better utilized. Following work is contributed: 

(a) Efficient Cooperative Caching technique used to      

improve the performance of data accessibility. 

(b) To protect the data accessibility from malicious 

nodes and also to improve the performance of 

network by providing better QoS from security. 

(c) A cache invalidation scheme to invalidate the 

cached copies when the original data items are 

updated.  

After accepting a service request from users, 

network has to ensure certain service requirements 

such as minimum bandwidth, maximum delay 

variance (jitter), maximum delay, and maximum 

packet loss rate etc. Thus, the network services can be 

characterized by all these set of measurable pre 

specified service which helps to meet users flow. In 

this research, we design and evaluate techniques to 

reduce such overhead and balance system 

performance and security strength. The final utility of 

the caching technique should be to impose fewer 

overheads on the network and take fewer resources, 

while at the same time making sure that more data is 

available with quality of information to the users. 

The rest of paper is organized as follows. 

The prior work is analysed and the proposed schemes 

are presented in Sections II and III, respectively. 

Section IV is devoted to performance evaluation and 

comparison. Finally, the paper is concluded with 

future directions in Section V. 

 

II. ISSUES CONCERNING DATA CACHING IN 

VANET 
There are several challenging issues to 

improve the efficiency of data access in wireless ad 

hoc networks [13]. First, scarcity of communication 

bandwidth and resources: For example, sensor 

networks can only have at most a gross data rate with 

250kbps in the physical layer. Second, increase the 

traffic load of net-works due to the transmission of 

large number of datum. In wireless mesh networks, 

streaming services are becoming much more popular, 

and some real-time applications require quality of 

services (QoS) guarantees, such as real-time 

surveillance [14]. Third, if users are mobile, they form 

a mobile ad hoc network such that dynamic topologies 

exacerbate the performance of the algorithms 

designed for static topologies. Fourth, Security of 

VANETs: one of the critical issues because their 

information transmission is propagated in open 

environments. Thus the system must be able to detect 

the obligation of drivers while still maintaining their 

privacy. To overcome the problems above, an 

effective caching system for VANET needs to provide 

a solution that takes all of these issues into 

consideration. 

 

III. RELATED WORK 
In the context of ad hoc networks, it is 

beneficial to cache frequently accessed data not only 

to reduce the average query latency but also to save 

wireless bandwidth. Similar with the case of 

Vehicular Ad hoc Networks, several proposals have 

been made to solve the issues related to data caching 

in adhoc networks.  

In [1], a number of schemes related to caching have 

been proposed. First scheme, distributed caching 

strategies for ad hoc networks are presented according 

to which nodes may cache highly popular content that 

passes by or record the data path and use it to redirect 

future requests. To reduce the cache space 

requirement conservative rule, "A node does not cache 

the data if all requests for the data are from the same 

node" is designed. This scheme significantly reduces 

delay but does not guarantee quality of services such 

as security concerns, bandwidth utilisation etc. In [2], 

the solution that was proposed is based on the 

formation of an overlay network composed of 

mediator nodes, and it is only fitted to static 

connected networks with stable links among nodes. 

As it is not at all suitable for vehicular ad hoc 

networks but by exploiting mediator nodes from this 

papers and considering as relay nodes, will forwards 

the data to the other nodes. Thus this idea will help in 

providing efficient data accessibility. In [3], to 

improve data availability and access performance, 

COOP addresses two basic problems of cooperative 

caching i.e., cache resolution and cache management. 

One vehicular ad hoc network scenario is addressed in 

[4], where the authors proposed both an information 

retrieval technique that aims at finding the most 

popular and relevant data matching a user query and a 

popularity-aware data replacement scheme. In [5], 

decision of caching the data items depends on two 

factors, access affinity on the data items and mobility 

of each node. In [6], author proposed an algorithm for 

cache replacement problem on a network with 
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dynamic topology. Based on the above problem, 

author tried to detect the variation of contentions on a 

wireless node in order to select cache nodes for the 

optimal trade-off between the traffic cost and average 

query delay. In [7], author proposed a Group Caching 

approach to reduce the redundancy of cached data 

objects because the MHs can check the caching status 

of other group members for deciding the placement 

and replacement. Because more cache space can be 

utilized, each MH can store more different data 

objects in a group and then increases the data 

accessibility. A node that receives the requested 

information has the option to cache the received 

content and thus become a provider for that content to 

the other nodes. Determining a strategy of taking such 

caching decisions is the main objective of [8]. These 

researches are mostly based on improving query delay 

in data caching, which is also responsible in 

degradation of quality of services. But one thing must 

be kept in mind that without provisioning a secure 

transmission one cannot provide an efficient data 

caching scheme.  

From previous research papers, provisioning 

secured data access for improving the efficiency of 

data caching scheme in VANETs has not yet taken 

into consideration. Therefore, implementing such 

strategy in the proposed data caching scheme is the 

main objective.  

 

IV. SYSTEM MODEL 
In this section, initially a simple vehicular ad 

hoc network model is described. Later, proposed 

model has been explained with the help of flow chart. 

 

4.1 Network Model 
Considering a simple VANET with 

cooperative communications, where each vehicle has 

the ability to relay data packets to each other. 

Assumption in this study are two-hop relays, 

comprising of a source (S), destination (D), and K 

relay  nodes, R1, R2,...., Rk,......., Rk, as shown in Fig 

1. The source node can send information to the 

destination directly or through a relay. In this 

approach, the router node caches those data which are 

frequently accessed. For example, if request di is 

forwarded through some relay nodes, R1……Rk to the 

destination, D and the same request is demanded by 

other vehicle. 

 

 

 

 

 

 

 

 

 

Fig 1: A simple vehicular adhoc network 

 

4.2 Algorithm 
The exact algorithm is followed by a node 

upon reception of a query message is detailed in the 

flowchart in Fig 2. Once information message is 

generated, it is being sent to the source after 

authentication process is completed. This process has 

been exploited from Adaptive and Lightweight 

Protocol for Hop-by-hop Authentication (ALPHA) 

signature scheme [15]. 

 

It would be of no use, if the data item 

provided to the clients are not the needed one. So 

here, in this paper our aim is not just to enrich the 

clients with the data items but also to facilitate with 

correct and updated data. For this purpose, the mobile 

clients have to make sure that the cached data is 

consistent with the data at the data centre. And to 

resolve cache consistency problem, strong cache 

consistency is taken into consideration. To prevent 

malicious nodes from modifying the invalidation 

messages, exploiting ideas from the IR-based cache 

invalidation [16]. In this approach, the server 

periodically broadcasts an invalidation report (IR) in 

which the changed data items are indicated. The IR 

consists of the current timestamp Tcur and a list of 

tuples (di; tx) such that tx > (Tcur - w * L), where di is 

the data item id, tx is the most recent update 

timestamp of di, and w is the invalidation broadcast 

window size. 

According to the proposed scheme, let us 

examine the detail operation of the secure cooperative 

cache scheme. 
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Fig 2: On reception of query 

 

Considering a scenario of two vehicles (relay 

node/destination), one is the vehicle, vy  generates a 

query request for information ci‘s chunks, dic which is 

not yet cached, vy sends a request packet for accessing 

the data item to the another vehicle, vx (chunk 

provider). Whenever the data item is updated the 

server generates an IR, [id(di), vid(vic,N ), Tcur], where 
Tcur is the current timestamp. Here are following steps: 

 

 

 

 

 

 

 

 

 

 

 
Fig 3: On reception of information 

1. Query Request by vehicle, vy: Query 

contains vehicle id (vid) and data item id, 

[id(dic)] 

= [id(dic), [vid(vic,y)]], 

where vic,y = {vy |request(dic), y N ^ dic D} 

D = no. of data items       

N = no. of vehicles 

 

Each signature packet exchange is initiated with an S1 

packet from the signer to the verifier. This packet 

fulfils three objectives. First, a fresh hash chain 

element of the signer's signature chain hi
Ss 

identifies 

the signer. Second, a MAC keyed with the signer's 

next undisclosed signature chain element M (h
Ss

i-1; m) 

ensures the integrity of m. Therefore, 

 

2. Reply forwarded to the query source (vy) by 

the data item provider (vx) : [id(dic), 

[vid(vic,x)], tic,y , S1]], where S1 = [hi
Ss

 , M(hi-

1
Ss

 | m)] and tic,y = access time of dic by dy 

 

Third, the S1 packet triggers the verifier to send an 

acknowledgment packet A1. 

 

3. For authenticating A1 packet, the verifier (vy) 

attaches the next undisclosed hash chain 

element of its acknowledgment chain hi
Va

  to 

the A1. Since, A1 = [hi
Va 

, hi
Ss

].  

4. On receipt of a valid A1 packet, the signer 

discloses the key of the MAC hi-1
Ss

 and the 

message m in the S2 data packet. Where S2 = 

[hi-1
Ss

 | m] 

 

With this key, the verifier and all relays that buffered         

M(hi-1
Ss

 | m) can check the integrity of  m by 

recomputing the MAC. After the successful 

completion of authentication process, source 

acknowledges destination about reception of the 

message. On the reception of message finally the 
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whole transmission completes which is explained in 

Fig 3 with the help of flow chart and in case no 

acknowledgement is being received from source side 

then message is again generated by the destination. 

 

V. CONCLUSION 
This paper presents an algorithm which 

improves the performance of data access through 

secured cooperative caching technique for vehicular 

ad hoc networks whose nodes, exchange information 

items in a peer to peer fashion. A secured caching 

scheme which protects the legitimate nodes from 

being attacked by the malicious node as well as 

reducing the network overhead is presented. Also the 

cache or the available resources can be efficiently 

utilised. Conceivably, this paper can be extended in 

the future by addressing query delay problem and can 

explore more. This scheme is different and more 

efficient than previous caching scheme as security 

services is not yet provided in any caching strategy 
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ABSTRACT 
‘Digital Human Modeling (DHM)’, the process of CAD representation of human body form or its parts for 

virtual ergonomic evaluation of human-product compatibility, is being used popularly and effectively all over the 

world. Application of DHM has been proved to be beneficial for considerable reduction of project time-scale; 

design and manufacturing cost; occupational hazards; and for improvement of quality, productivity and 

efficiency in diverse industrial sectors. While researchers, educators and engineers from developed and 

developing countries are harnessing advantages of DHM techniques, scenario of adopting this technology in 

India is not very promising till date. Following extensive literature review, an attempt has been made in current 

paper to document present status of DHM application and research in India. Indian academic and research 

institutions along with various industries which are using DHM have been investigated. Though the number of 

reported studies on application of DHM techniques by Indian researchers is quite good, there are only few 

research papers (published from India) which contribute towards research and development of digital manikin or 

its body parts for software development. Root causes for less adoption of DHM in India has been highlighted in 

the present review to find out solutions intended for encouraging its wide adoption. 

Keywords - CAD, DHM, digital manikin, human factors, virtual ergonomics 

 

I. INTRODUCTION 
Modeling and Simulation (M&S) has gained 

significant foothold in all scientific disciplines. 

Modeling refers to representation of a system/model 

whereas simulation may refer to operation of model in 

a particular system of interest [1]. Modeling and 

Simulation are performed in both real physical as well 

as in virtual environment (VE). VE is computer 

generated 3D graphics environment where various 

types of modeling and simulation activities can be 

performed [2]. Foremost benefit of M&S in computer 

graphics environment is the capability to perform 

detailed investigations without building physical 

prototype.  

1.1 DHM AND VIRTUAL ERGONOMICS  
Digital Human Modeling and Simulation (DHMS) 

refer to digital representation of human inserted into a 

simulation or virtual environment to facilitate 

prediction of safety and/or performance [3]. Further, 

digital human modeling may also refer to procedure 

of building, creating or designing virtual human 

models (also known as ‘digital manikin’) to represent 

complex physical and cognitive aspects of human  

 

 

beings. Ergonomics (or human factors) is the 

scientific discipline concerned with understanding 

interactions among humans and other elements of a 

system, and applies theory, principles, data and 

methods to design in order to optimize human well-

being and overall system performance [4]. 

Practitioners of ergonomics and ergonomists deal with 

design and evaluation of tasks, jobs, products, 

environments and systems in order to make them 

compatible with needs, abilities and limitations of 

humans. Physical ergonomics discusses human 

anatomical, anthropometric, physiological and 

biomechanical characteristics (as they relate to 

physical compatibility) and  areas of focus include 

working postures, materials handling, repetitive 

movements, work related musculoskeletal disorders, 

workplace layout, safety and health [4]. VE is highly 

relevant to applied ergonomics in design of 

objects/products [2]. Ergonomics analysis performed 

in virtual environment may be stated as virtual 

ergonomics. Physical and virtual ergonomics are 

differentiated using an illustration in Fig. 1. 
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Figure 1: Physical and Virtual Ergonomics 

 

1.2 ADVANTAGES OF DHM SOFTWARE 
Anthropometric and biomechanical 

characteristics should be considered for designing a 

human compatible product beneficial for 

intended/targeted users, apart from other factors like 

aesthetics, maintainability, durability, product 

semantics, legal aspects etc. [5]. Workplace should 

also exhibit human centeredness/compatibility, as 

human beings spend considerable amount of time 

confined to manmade environment in workplace 

designed for them consisting of installed equipment, 

supportive furniture etc. [5]. Product and workplace 

designers/engineers would admit that huge additional 

cost and time are involved in redesigning an installed 

and mass produced entity for correcting problems/ 

glitches. Proactive ergonomics investigations and 

evaluations in initial phase of design development 

would definitely ensure human 

centric/compatible/friendly product and workplaces 

from physical ergonomics perspective. Proactive 

ergonomics evaluations for products and workplaces 

might not be completely possible in traditional 

ergonomics evaluation practices. On contrary, DHM 

helps in proactively evaluating products and 

workplaces as assessment is done in computer 

assisted virtual/Computer Aided Design (CAD) 

environment. DHM is used for wide range of 

applications viz. investigating and validating product 

and workplace geometry, safety and functional 

features, working postures, manual material handling, 

push and pull characteristics, vision and reach 

features, lift and carry activities, clearance and 

interference issues, compression and shear forces 

acting on lumbar segments, comfort body joint angles, 

range of body joint angle movements, body stability, 

body’s center of gravity etc.  Presently, advantage of 

DHMS lies in its ability to replace investigations and 

repeated trials using real physical mockups and 

humans for physical ergonomics evaluation 

purposes[6]. Therefore, significant reductions in costs 

are realized in design and development of products 

and workplaces. Research and development is in 

progress to incorporate cognitive aspects of humans 

into DHMs. Complete data pertaining to physical and 

cognitive aspects of human populations across globe 

will be embedded into DHMS software in near future. 

Time is not far when DHM will completely change 

the face of ergonomics.   

 

1.3 GLOBAL USE OF DHM IN VARIOUS 

INDUSTRIAL SECTORS  
Throughout the globe, diverse industrial 

sectors are harnessing benefits of DHM applications. 

Some of them include automobile [7][8][9], aviation 

and aerospace [10][11][12], defense research  

[13][14][15],  healthcare [16][17][18], general 

industrial applications [19][20][21] , clothing and 

textile [22][23][24], service and animation 

[25][26][27], agricultural division [28][29][30], 

product design [31][32] and so forth. Fig. 2 

demonstrates the applications of DHM technology in 

reference to various industrial sectors [6] and also 

manufacturing shop-floor [33].  

 
 

Figure2: Application of DHM in various industries [6] 

 

II. AIM 

Present paper is an attempt to highlight state 

of affairs with regard to application, research and 

development of Digital Human Modeling and 

Simulation in India.  

 

III. METHODOLOGY 
Systematic literature survey with help of 

appropriate key words from various sources (scientific 

databases, internet search engines, general 

information brochures) has been carried out to get 

pertinent information. First, articles have been 

categorized under three themes namely, application 

oriented, research and development initiatives, and 

review based. Then, available data have been 

subsequently arranged in rational sequence for benefit 
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of readers. Observations from literatures have been 

elaborated in following paragraphs along with 

providing the list of academic institutions, research 

and development organizations, and industries which 

are presently adopting DHM technology in India. 

 

IV. OBSERVATION FROM LITERATURE 

REVIEW 
Number of manuscripts published under 

various categories based on work performed in India 

is shown below in Fig. 3.   

 
Figure 3. Digital Human Modeling and Simulation 

endeavors in India 

 

4.1 APPLICATION ORIENTED 
Available literatures indicate that DHMS are 

being used in diverse application fields by Indian 

engineers, designers and people from other 

professions. These applications of DHMS deal with 

human engineering evaluation of workstations in 

aviation [34], work posture analysis of foundry men 

through rapid upper limb assessment [35], interior 

design of long haul truck cabin for improved 

ergonomics and comforts [36], design and spatial 

layout of playing equipment’s in playground for 

primary school children [37], ingress-egress of an 

army vehicle in simulated environment from 

ergonomics perspective [38], anthropometric size 

measurement of Indian driving population [39], 

reconstructing solid model from 2d scanned images of 

biological organs for finite element simulation [40], 

modeling for anthropometry [41], case study for 

vision analysis of pilots in jet aircraft [42], three 

dimensional whole body scanning [43], working 

posture examination and improvement in cast house 

workstation [44], design of playground equipment 

[45], automotive ergonomics for urban warfare 

vehicle [46], ergonomics evaluation of shoe rack 

concept product [47], occupant packaging [48], road 

accident reconstruction [49], proactive ergonomics for 

product (ergometer) design innovation [50] and 

evaluation of manual material handling in bearing 

manufacturing system and redesign of the workstation 

[51] situated in eastern part of India. Glimpse of 

DHM based applications are pictorially represented in 

Fig 4.  

 
Figure 4. DHM used in various applications fields 

 

4.2 RESEARCH - DEVELOPMENT INITIATIVES 
Articles categorized under research and 

development initiatives for DHM are scant. Available 

papers/ abstracts include research activities related to 

hand postures inspired from classical ‘mudras’ [52], 

task dependent boundary mannequins in statistical 

DHM [53], comparative study of human model 

constructions in different 3D digital human modeling 

software [54], 3D reconstruction of biological organs 

from 2D image sequences [55], 3D physiological 

CAD model in pedagogy of physiology and medical 

sciences [56], vision modeling framework [57], 

relation based posture modeling [58], measurement 

and representation of range of motion of body joints 

on unit cube using electromagnetic trackers [59] etc. 

Example of DHM centered research and development 

activities in India are illustrated in Fig. 5. 

 

 
Figure 5. DHM in research and development activities 

 

4.3 REVIEW BASED 
Few review articles related to application 

aspects and overview of the technology, have also 

been published by Indian authors. Review articles 

addressed topics concerning industry specific 

applications of DHM [6], DHMS in secondary 

manufacturing [60], virtual ergonomics in 

manufacturing shop floor aided by DHM with 

reference to industrially developing countries [33], 

CAD in DHM for human computer interaction in 

ergonomics assessment [61], DHM approach in 

ergonomic evaluations [62], virtual ergonomic 

evaluation of tractor operator’s workplace [63] and 

applications of DHM in agricultural engineering [64]. 
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4.4 ACADEMIC INSTITUTIONS, RESEARCH 

ORGANIZATIONS AND INDUSTRIES ADOPTING 

DHM IN INDIA 

4.4.1 Academic/Research Institutions 

 Center for Product Design and Management, 

Indian Institute of Science, Bangalore  

 Dept. of Design, Indian Institute of Technology 

Guwahati  

 Dept. of Human Engineering & Human Factors, 

Indian Air Force, Bangalore  

 M.S. Ramaiah School of Advanced Studies, 

Bangalore 

 Dept. of Industrial Engineering and Management, 

Indian Institute of Technology, Kharagpur 

 National Institute of Technology, Silchar 

 National Institute of Technology, Rourkela 

 VIT University, Vellore 

 National Institute of Technology and Industrial 

Engineering, Mumbai 

 PSG College of Technology, Coimbatore  

 National Institute of Technology, Jalandhar 

 PEC University of Technology, Chandigarh  

 

4.4.2 Research and Development Organizations 

 Defence Institute of Physiology and Allied 

Sciences, Delhi 

 Automotive Research Association of India, Pune  

 Hindustan Aeronautics Limited, Bangalore   

 Aeronautical Development Agency, Bangalore 

 

4.4.3 Industries  

 JSW ISPAT Steel Ltd., Maharashtra  

 EDS Technologies Pvt. Ltd., Bangalore 

 Automobile Industries (TATA, Maruti, GM etc.) 

 Product Manufacture (LG, Whirlpool etc.) 

 L&T Engineering Services, Bangalore 

 L&T IES, Bangalore 

Authors of the present paper believe that there may be 

few more Indian academic institutes, research 

organizations and industries which are associated with 

DHMS research and applications but presently there 

is no published article/paper from their end.  

 

 

V. DISCUSSION 
Developed countries are widely using 

DHMS technology for manifold applications and have 

realized immense benefits. Use of this technology is 

still in nascent stages among many developing 

countries [33]. DHMS related accomplishments are 

still at its early stages of development in Indian 

scenario involving very few individuals, institutions 

and organizations. Tremendous scope exists for 

application of this technology in various sectors. 

Contributions to this technology in terms of research 

and development initiatives are rarely visible in India. 

Very limited efforts have been taken to highlight 

scope of application, research and development in 

various sectors through suitable reviews. Less or very 

low adoption DHMS in a country like India are due to 

lack of awareness about benefits offered by virtual 

ergonomics evaluation techniques, lack of expertise 

and contextual knowledge of CAD; Computer Aided 

Engineering (CAE) and Ergonomics among 

researchers, huge initial investments or expenditure 

towards infrastructure development and human 

resource training for these technologies [64]. Some 

other common problems associated with this 

technology are difficulty of file transfer from CAD to 

DHM software or vice versa, unrealistic or robot like 

appearance of digital manikins, difference in results 

from software to software, lack of trained human 

resources for providing training by software 

sellers/suppliers [6]. Awareness among researchers, 

scientists, engineers, designers and entrepreneurs 

could be achieved through organizing seminars, 

conferences, workshops etc. on this topic. Strategies 

for wide adoption of DHMS technology in developing 

countries like India should include integrating features 

of DHM tools in general CAD software which may 

result in reduction of cost to some extent and resolve 

many problems of file transfer from CAD to DHM 

software or vice versa,  research initiatives for 

development of user friendly DHM software and 

making manikins more realistic, incorporation of 

manikins representing Indian anthropometric 

dimensions, subsidizing software initially to make it 

more economical and accessible, formation of 

technical body/society dedicated for advancing and 

popularizing use of DHM technology. 

 

 

VI. CONCLUSION 
Present review constitutes a concrete 

knowledge base regarding present status of DHM use 

for ergonomic evaluation of product and workplaces 

in India.  This may be used as ready reference for 

further study. Present manuscript is expected to 

provide policy makers in academia and industry with 

necessary information in a concise manner for 

deliberating and implementing strategies for 

application of this technology besides promoting 

research and development. Readers would be 

motivated to carry out further research in their 

respective disciplines to get numerous benefits of 

DHM software. More R&D activities are required for 

making customized human model representing Indian 

population. 
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ABSTRACT 

Designing energy efficient data aggregation technique in clustering environment for Wireless Sensor Networks 

(WSNs) is a challenging task when nodes in the network are resource constrained. Data aggregation is necessary 

in WSNs as different sensors in the same region transmit duplicate information in the network. So to reduce the 

flow of this duplicate information transmitted in the network, the concept of data aggregation is necessary. The 

propose system also introduces an efficient mechanism of cluster head selection so that area covered by cluster 

head is minimum overlap area that cover the entire network. The performance of proposed scheme is evaluated 

using custom simulator. Simulation results prove that the proposed scheme performs better than other 

comparable schemes in the literature without increasing the communication overheads.  

Keywords – Base Station (BS), Clustering, Data Aggregation, Node, WSNs, Zone.

I. INTRODUCTION TO WSNS 
A wireless sensor network (WSNs) consists 

of large number of wireless sensors that are able for 

measuring various environmental effects 

(temperature, light, sound and humidity), military 

area, industrial process control and patient 

monitoring. These sensors are very small in size but 

are huge in numbers. All the sensors are relies on 

battery for their power. In most situations, they are 

deployed in a harsh or hostile environment, where it is 

very difficult or even impossible to change or 

recharge the batteries. They consist of built-in 

processor which is used to process the sensed data. 

This processor will also perform logical operations 

which are helpful in decision making. A sensor node 

might vary in size from that of a shoebox down to the 

size of a grain of dust. The cost of sensor nodes is 

similarly variable, ranging from a few to hundreds of 

dollars, depending on the complexity of the individual 

sensor nodes. Size and cost constraints on sensor 

nodes result in corresponding constraints on resources 

such as energy, memory, computational speed and 

communications bandwidth.  The sensors have built in 

antenna that will help them in communication to other 

sensors in their limited communication range. Sensor 

nodes are usually densely deployed in the field of 

interest. Sensor nodes are highly limited in energy, 

computation, and storage capacities. Sensor nodes are 

usually randomly deployed in the required area. Once 

deployed, sensor nodes have to autonomously  

 

 

configure themselves into a communication network. 

Sensor networks are application specific. A network is 

usually designed and deployed for a specific 

application. The design of a network changes 

according to the application that required it. Sensor 

nodes are usually deployed in harsh or hostile 

environments and operate without attendance so they 

are prone to physical damages or failures. Network 

topology changes frequently due to node failure, 

damage, addition, energy depletion, or channel fading. 

Due to the large number of sensor nodes, it is usually 

not possible to build a global addressing scheme for 

every sensor because it would introduce a high 

overhead for the identification maintenance. In most 

sensor network applications, the data sensed by sensor 

nodes flow from multiple source sensor nodes to a 

particular sink, exhibiting a many-to-one traffic 

pattern. In most of the sensor network applications, 

sensor nodes are densely deployed in a region of 

interest and collaborate to accomplish a common 

sensing task. 

1.1 CLUSTERING 
Clustering mechanisms have been applied to 

sensor networks with hierarchical structures to 

enhance the network performance and reducing the 

necessary energy consumption (Fig. 1). The primary 

idea is to group nodes around a cluster head that is 

responsible for state maintenance and inter-cluster 
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connectivity. In multi-hop wireless networks, node 

clustering is a technique that aggregates nodes into 

groups (clusters) to reduce the routing overhead and 

to provide a convenient framework for efficient 

resource (e.g., bandwidth) allocation, energy 

management, fault - tolerant routing, and high end - to 

- end throughput. In clusters without any cluster head, 

a proactive strategy is used for intra-cluster routing 

while a reactive strategy is used for inter-cluster 

routing. However, as the network size grows, there 

will be heavy traffic overhead within the network. 

Therefore, normally one node is selected as the cluster 

head of a cluster, and it acts as the local coordinator of 

transmissions within its cluster. A hierarchical routing 

or network management protocol can be more 

efficiently implemented with cluster heads. However, 

a cluster head performs additional functions as a 

central administration point, and a cluster - head 

failure would degrade the performance of the entire 

network; it may become the bottleneck of the cluster. 

So it is desirable to change the cluster head according 

to the need. 

 
Fig 1: Clustering in WSNs 

1.2 DATA AGGREGATION 
Data aggregation is an effective technique 

for removing data redundancy and improving energy 

efficiency in WSNs. The basic idea is to combine the 

data received from different sources so that the 

redundancy in the data is minimized and the energy 

consumption for transmitting the data is reduced in 

the aggregation process. Sensory information is 

communicated to the Base Station through wireless 

hop by hop transmissions. To conserve energy this 

information is aggregated at intermediate sensor 

nodes by applying a suitable aggregation function on 

the received data. Aggregation reduces the amount of 

network traffic which helps to reduce energy 

consumption on sensor nodes. Data aggregation arises 

from the observation that most of this redundancy 

could be avoided if data were partially processed 

locally to the sensors, for example, by averaging it 

over time or space before forwarding it (Fig. 2). This 

is what data aggregation does, by applying 

fusion/consolidation functions to the data along its 

way to the sink or BS (base station). 

 
Fig 2: General architecture of Data Aggregation 

II. LITERATURE REVIEW 
In [1], author proposed an optimal routing 

and data aggregation scheme for wireless sensor 

networks. Proposed work focus on maximizing the 

network lifetime by using ‘maximum lifetime routing 

algorithm’ and ‘smoothing function’. To increase the 

network lifetime, an optimal routing and data 

aggregation scheme for wireless sensor networks is 

proposed. The scheme jointly optimizes the data 

aggregation and routing. Simulation results prove that 

the proposed algorithms reduce the data traffic and at 

the same time also improve the network lifetime. 

An aggregation framework on wireless sensor 

networks is proposed [2]. The framework works as a 

middleware for aggregating data measured by a 

number of nodes within a network. The main goal of 

the author is that the data aggregation algorithm is to 

gather and aggregate data in an energy efficient 

manner so that network lifetime is enhanced. 

Method given in [3] investigates the extended 

battery life for individual wireless motes while 

maintaining sampling adequacy and reliability in 

transmitting accurate data. By operating under less 

than optimal power levels, this effectively increases 

motes battery life for reliable data collection from 

wireless sensor networks. 

Author in [4] makes the synopsis diffusion 

approach secure against attacks in which intermediate 

nodes contribute false sub-aggregate values. The work 

present a novel verification algorithm by which the 

base station can determine if the computed aggregate 

(predicate Count or Sum) includes any false 

contribution. 

Author in [5] classifies the different aggregation 

techniques that are designed to achieve some 

important objectives e.g. reducing data size, 

minimizing transmission energy, enhancing accuracy 

etc. The work proposed gives a survey of aggregation 

techniques that can be used in distributed manner to 

improve lifetime and energy conservation of wireless 

sensor networks. 

CH collects data from cluster 

members 

CH apply data aggregation 

algorithm on collected data               

Aggregated data send to BS 

Base station store the data for used 

by the management 
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Scheme in [6] discuss the various data aggregation 

algorithms in wireless sensor network. Data 

aggregation technique increases the lifetime of sensor 

network by decreasing the number of packets to be 

sent to sink or base station. Author first explores the 

data aggregation algorithms on the basis of network 

topology, then they explore various tradeoffs in data 

aggregation algorithms and finally they highlight 

security issues in data aggregation. 

Author in [7] analyzed the issues related to 

security in WSNs and remedies related to those 

issues. In the proposed work author also highlight the 

research area in the field of wireless sensor networks. 

Security threats and various key distribution 

techniques are defined in [8]. These techniques can be 

used to secure the sensor network. 

Research in [9] revealed a deterministic key 

management scheme, called DKS-LEACH, to secure 

leach protocol against malicious attacks. They design 

and performed a theoretical evaluation of their 

security model which secures the setup and study 

phases of leach protocol. Using a TOSSIM simulator 

they performed an evaluation of the power 

consumption of DKS-LEACH. This prevents the 

election of untrustworthy cluster head as well as 

different kind of attacks from malicious sensor nodes. 

Author in [10] presented pairing based encoding 

scheme. The pairing scheme used to achieve security 

by applying proposed encoding techniques. IN this 

instead of using heavy cryptography algorithm use of 

multiple encoding scheme is done along with light 

weight encoding scheme. And from the simulation 

results it has been seen that this scheme is very 

efficient than other heavy cryptography algorithms. 

A survey on robust and secure aggregation 

protocols that are resilient to false data injection 

attacks is presented in [11]. In this various 

vulnerabilities of data aggregation for different system 

also discussed. 

III. PROPOSED SYSTEM MODEL 
This section provides an overview of the 

proposed system model. Proposed scheme uses the 

concept of static clustering. The clusters are fixed and 

are decided before the network deployment. So 

network area is divided into fix size clusters. Number 

of cluster in horizontal and vertical direction is 

decided.  Every cluster is again divided into fix size 

equal four zones. Equal sensors are deployed 

randomly in each zone as shown in Fig. 3. 

  

 
Fig 3: Random network deployment 

 

3.1 Division of Network into Clusters 

In this algorithm firstly divide the area into 

equal no of rows and columns i.e. n. The area that 

form after dividing the network is treated as a cluster. 

Total no. of sensors in each cluster is i, so the no. of 

sensors in each cluster is p=i/n
2
.  Now deploy p 

random sensors into in each cluster as describe in Fig 

4. 

 

Algorithm 1: Network clustering 

Step 1: Divide the area into no. of rows and columns. 

No. of rows= No. of columns = n. 

Step 2: Total no. of sensors = i. 

Step 3: Total no. of clusters in the area = (no. of         

rows) * (no. of columns) = n*n = n
2
. 

Step 4: calculate no. of sensors in each cluster= i/n
2
.  

 

 
 

Fig 4: Division of area in to fix size clusters 
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Cluster heads are selected randomly; it is 

possible that two or more cluster heads selected in the 

network area are very close to each other as scenario 

shown in    Fig 5. The drawback of this scheme is that 

cluster head will be in the network area that forms 

overlap zone. This way half of the area is uncovered 

and remaining half of the network area is overlap 

area. So a scheme will require that will efficiently 

cover the entire network area, without forming an 

overlap zone. The proposed scheme is a progressive 

approach to selecting cluster head in such a way that 

will overcome the problem of overlap zone, make 

decision independently without calculating the 

location of cluster head from the adjacent clusters. A 

local clustering algorithm will be required that will 

decide cluster head on the basis of location 

information of the own cluster.  

 

 
Fig 5: Random approach to selecting CH 

 

In Fig 5, CH (*) from cluster 2 and cluster 3, 

nodes (.) are their cluster members, respectively. 

Location of these CH’s is very near to each other. The 

energy that a CH consumes is the sum of energy 

consumed in receiving and sending data.  But in this 

case the total energy consumption of two CH is 

greater than the case that there is only one CH. So if 

CH from adjacent clusters is not controlled, or CH 

selected randomly from the entire area, a big extra 

energy loss occurs. So in the proposed system a node 

in any cluster could decide that it is suitable to be a 

new CH based on the location of CH from the 

adjacent clusters. But the scheme will be efficient if 

selection of a CH from one cluster is completely 

independent from the selection of a CH from other 

cluster. In proposed scheme we divide the network 

into different zones. CH is selected from same zone in 

all the clusters. This may result efficient selection of 

CH so that two CH from adjacent clusters are on 

average distance away from each other. This way all 

CH’s will cover the entire network with equal 

distance to each other. As shown in Fig 6. 

 

 
Fig 6: Progressive approach to selecting CH 

 

3.2 Division of Clusters into Fix Zones 

After division of network into fix size 

clusters, every cluster is further divided into four 

zones named bottom left zone (BLZ), bottom right 

zone (BRZ), upper left zone (ULZ) and upper right 

zone (URZ).  

Cluster Head (CH) is selected from similar zones 

in every cluster i.e. if CH is selected from BLZ then 

CH from all the clusters is selected from BLZ. For 

each cluster 1 to n
2
, rotate the selection of CH from 

zone wise, i.e. if in first round select the cluster head 

from BLZ, in second round select the CH from BRZ, 

in third round select the CH from ULZ and in fourth 

round select the CH from URZ from all clusters in 

fifth round again select this sequence (BLZ, BRZ, 

ULZ, URZ) for the subsequent rounds. Move to next 

round to select a new CH from next zone. With this 

technique, cluster heads are selected in such a way 

that these cluster heads cover the entire network on 

equal distance (Fig. 7). 
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Fig 7: Selection of cluster head from one zone 

 

3.3 Data Aggregation 

Data aggregation is an effective technique 

for removing data redundancy and improving energy 

efficiency in WSNs. The basic idea is to combine the 

data received from different sources so that the 

redundancy in the data is minimized and the energy 

consumption for transmitting the data is reduced in 

the aggregation process. 

 

Table.1: Mapping Table 

RANGE VALUE 

0-10 1 

10-20 7 

20-30 6 

30-40 2 

40-50 9 

 

In proposed data aggregation scheme, for the 

data to be aggregated, define a range value for each 

type of event that is to be sensed by any sensor. These 

values are stored in a table along with the event value 

and are stored in the memory of every sensor (Fig. 8). 

This table is known as mapping table. When sensor 

senses the data, this data is searched in the mapping 

table for the corresponding range value. Replace the 

event data value sensed by the sensor with the 

corresponding range value from the Table 1.  

 
Fig 8: Data aggregation 

 

There are ten sensors that sense the following 

values 39, 7, 19, 49, 24, 5, 42, 34, 12, 4. Sensor 

reading will be replaced by correspondence value 

from the Mapping Table, i.e. if the reading sensed by 

the sensor is 49 then it will be replaced by 9 and 9 

will be send to the cluster head. Original reading of 

sensor is hidden and is not transferred to the cluster 

head over the unsecure wireless medium. So these ten 

sensors will send 2, 1, 7, 9, 6, 1, 9, 2, 7 and 1. So on 

the basis these values cluster head will decide the 

repeating group. 

Do it for all the sensors. Now all the sensors send 

this range value to their cluster heads. Cluster head 

prepare repeating group for all those sensors that fall 

within the same range. Only one sensor is selected 
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from each repeating group that is the candidate who 

will send data to the cluster head. Now cluster head 

calculates data aggregation of these collected values. 

Cluster head send this aggregated data to the base 

station (BS). 

New cluster head is selected again from each 

cluster. Normal sensor will detect events. Process of 

cluster head selection is continued, i.e. cluster head 

are selected from zone BLX, BRX, ULX, URX. This 

sequence of cluster head selection is continue till the 

lifetime of the network 

IV. SIMULATION RESULTS & 

DISCUSSION 
In the simulation, we set that there are 320 

sensors randomly distributed in a 1000m ×1000m 

sensor network with 16 clusters. 

 

The Network area is divided into ‘N’ no. of clusters.  

N= 16. 

Let ‘L’ be the length and ‘W’ be the width of the 

cluster. 

L=250m 

W=250m 

The area of the cluster is ‘A’=L*W. 

A=250*250=62500m
2
 

‘NOCM’ are the number of cluster members. 

NOCM=20. 

‘NOZM’ is the number of zone members. 

NOZM=5. 

Width of every zone (ZW) is half the width of cluster, 

i.e.  

ZW=W/2. 

ZW=250/2=125m 

Similarly length of every zone (ZL) is half the length 

of cluster, i.e. 

ZL=L/2. 

ZL=250/2=125m 

 

4.1 Random Approach 

In random approach to selecting cluster 

heads, network area is divided into fix size clusters. 

There are total sixteen (16) clusters in the network. So 

total sixteen (16) cluster heads are selected, i.e. one 

cluster head from each cluster. Cluster head is 

selected randomly from each cluster area. Average 

range of every cluster head is fixed so that it can 

cover the entire cluster area, i.e.  

Covering Range = SQRT ((CW*CW) + (CH*CH)). 

Fig. 9 shows random approach of selecting cluster 

heads. In this approach maximum area where the 

cluster heads are selected is overlap area.  

 
Fig 9: Random approach to selecting CH 

 

4.2 Progressive Approach 

Same network is used for progressive 

approach that is used in random approach, i.e. same 

network size, same cluster size, same number of 

sensor in each cluster and also same sensor location 

for each sensor. In progressive approach of cluster 

head selection, cluster head is selected from different 

zone in each round but from same zone in every 

cluster in same round. Fig. 10 shows progressive 

approach of cluster head selection. In this approach 

overlap area covered by the cluster heads is 

minimized. Simulation result proves that in 

progressive approach of cluster head selection, entire 

network area is covered by all the cluster heads but in 

random approach of cluster head selection, half of the 

network area is uncovered and half area which is 

covered is overlap area.  

 
Fig 10: Progressive approach to selecting CH 

4.3 Sensor Coverage 

Sensor coverage has been recognized as an 

important factor in clustering and data aggregation. 

To extend sensor coverage, one potential approach is 

to select a cluster head in such a way that each of 

which can cover unique set of sensors so that overlap 

area is minimized. The number of sensors that are 

deployed in a network is very large so a complete 

coverage is sometime not available. Simulation result 

has been calculated to check the coverage of sensors 

by cluster head in percentage under different 
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scenarios. In one scenario cluster heads are selected 

randomly from the entire network (Random Network 

Nearest). In other scenario, the cluster head is selected 

randomly from each cluster (Random Cluster 

Nearest). In third scenario (proposed approach), 

cluster head is selected randomly from the same zone 

within all clusters (Random Zone Nearest). If some 

sensor is under the coverage range of some cluster 

head, it is said to be covered. Covering range of 

cluster head is increased from ten meter to two 

hundred meter. Results in     Fig. 11 show that 

proposed scheme is better in terms of coverage than 

the other two schemes. 

 

 
Fig 11: Sensor Coverage with Different CH Range 

V. CONCLUSION AND FUTURE   

SCOPE 
In this paper, we proposed cluster head 

selection and data aggregation technique. Experiment 

results show that the proposed method is able to 

average the energy consumption of sensor nodes, 

lengthen the lifetime of each sensor node, prolong 

network lifetime, and optimize data volume 

transmission of the whole system. 
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Abstract— 
India's higher education system is cited as one of the main contributors to the economic rise of India but Student 

attrition still remains a big challenge to many institutions at large. For every Indian graduate per unit of 

population, there are 30 non-Indian graduates and the gap is still getting larger. The reason that propulated or 

stimulated this study was to identify factors affecting student attrition and to predict the student attrition rate in 

higher education using data mining techniques. Study is based upon the mixed method approach which consists 

of two phases. The first phase is the quantitative approach. Quantitative data was collected from 135 freshman 

students using questionnaire based upon factors considered influential based upon analysis part of the study.  

Results were then further analyzed using SPSS and based upon the results a C program is implemented 

calculating ―ENTROPY using basics of ID3 and C4.5 algorithm. The results indicate that the information 

conveyed is 0.845, which is quite reliable; also it calculates the gain ratios for all the influential and dominant 

factor contributing to the information gain, i.e. affecting attrition WEKA tool applied J48and built a decision 

tree whose nodes were the verified by the results of C program. 

The second phase has been kept as a future work, utilizes a qualitative approach that will verify the results and 

conclusion drawn by the first phase. Intervention strategies will be made upon these conclusions.  

Keywords—Attrition, Entropy, Social integration, Institutional commitment, Academic integration, Goal 

commitment. 

 

I. INTRODUCTION 
With the emergence of the fact that India is 

getting aware of the importance of higher education 

and the universities are trying to cash out the 

situation with the increased quantity and not the 

quality leading to a serious issue of immense growth 

in student attrition. 

 

Only 17 percent of Indian students go on to college 

from high school. And since 50 percent of these 

students drop before graduation, only 8.5 percent of 

them enter college. And 82 percent of these college 

students drop out before they graduate from college 

i.e. they never earn a degree. Thus, the ratio is of 1 

is to 30 for every Indian college graduate to a non-

Indian graduate, with the gap getting still larger. 

 

To improve the above figures universities are now 

trying to encourage students to finish their studies 

by identifying from huge number of enrolled 

students, the students who are in need of mentoring. 

For this, it is important to explore methods that can 

extract reliable and comprehensive knowledge from 

the student data that allow prediction of students at 

risk with a sufficiently high accuracy. Large number 

of data mining techniques have been applied in past 

to analyze factors affecting student attrition and 

provides measures that can lead to better academic 

planning and management. So, the problem can be 

stated as: “Predicting Student Attrition and 

Factors Affecting Attrition in Higher Education”. 

 

In this study an analytical model has been built by 

applying classification algorithm on  institutional 

data and the environmental factors, to predict 

freshmen student attrition and to verify the accuracy 

decision trees provide, as  it has been stated in 

literature. The study also identifies if educational 

and financial variables are one of the prominent 

predictors of attrition in Indian higher educational 

environment. 

 

This study is beneficial in several aspects. First, this 

study will contribute to the literature concerned with 

student attrition in higher education. Secondly it 

may be beneficial to faculty of educational institutes 

as it may give them a clear picture of the factors 

affecting student attrition and thus allow them to 

develop strategies that aim to prevent students from 

dropping out. 

RESEARCH ARTICLE                           OPEN ACCESS 
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Finally, the study may be beneficial to future 

students and their parents since it will provide 

evidence of the influential factors affecting student 

attrition. 

 

II. LITERATURE SURVEY 
In [8], authors identified factors affecting 

student retention at King Saud University in Saudi 

Arabia. It has been estimated that 35% of university 

students leave higher education before completing 

their studies. This study was guided by Tinto’s 

(1975) Student Integration Theory. He in his study 

uses a mixed methods approach which consists of 

two phases. The first phase was the quantitative 

approach. Quantitative data were collected using 

two questionnaires and analyzed using a structural 

equation modelling (SEM) technique using the 

AMOS software package. The second phase of this 

study utilized a qualitative approach. Qualitative 

data were obtained from three sources: nonpersister 

students, persister students, and staff members. 

In [16], author at his department based on 

experience claims to be able to distinguish the 

potentially successful students from amongst the 

first year influx before the end of the first semester 

but the selection is only loosely based on assumed 

student similarities over the years. There is no 

thorough analysis. Data mining techniques applied 

using weka improve the accuracy of this prediction. 

Furthermore, these techniques may point out 

indicators of success that are missed until now. 

 

A data mining project to generate predictive models 

for student retention management on campus is 

conducted [7]. Given new records of incoming 

students, these predictive models can produce 

accurate prediction lists identifying students who 

tend to need the support from the student retention 

program most. Quality of the predictive models 

generated has been examined. The results show that 

some of the machines learning algorithms are able 

to establish effective predictive models from the 

existing student retention data. Weka is used to 

generate predictive models that provide ways to 

predict whether a new student will continue to enrol 

or not after one year given the values of the other 

twenty one attributes. 

 

In [17], author discussed that Classification methods 

like decision trees, rule mining, Bayesian network 

etc can be applied on the educational data for 

predicting the students behavior, performance in 

examination etc. The C4.5 decision tree algorithm is 

applied on student’s internal assessment data to 

predict their performance in the final exam. To 

analyze the accuracy of the algorithm, it is 

compared with ID3 algorithm and found to be more 

efficient in terms of the accurately predicting the 

outcome of the student. 

 

III. CROSS-INDUSTRY STANDARD 

PROCESS: CRISP–DM [4] 
The study has been conducted according 

following the cross-industry standard which is 

industry neutral, tool-neutral, and application neutral 

–CRISP-DM. According to Fig 1, a data mining 

project always follows a life cycle of six phases. 

This phase sequence is adaptive i.e., the next phase 

in the sequence often depends on the results of the 

preceding phase. The most significant dependencies 

between phases are indicated by the arrows. The 

iterative nature is symbolized by the outer circle.  

 

                                           .

 
 

Fig 1: CRISP- DM 

 

Following are the phases in this study, according to 

the data mining CRISP-DM rule. 

 

3.1 Business Understanding 
This was the very first phase that consists of 

research understanding. Thorough understanding of 

the causes and factors behind the problem was done.  

Basic strategy was to use decision trees to develop 

an analytical model to achieve the objectives. Initial 

model, Fig 2 was developed at the completion of 

this phase. 

 

3.2 Data Collection: Questionnaire was designed 

for collection of quantitative data .The questionnaire 

measured the variables affecting the 4 constructs of 

the study. 

4 constructs being: 

 Initial goal and commitment 

 Social integration 

 Academic Integration 

 Later Goal and Commitment 
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 Fig 2: Initial Model 

 

 

3.3 Data Preparation 

The criteria for selection of the participants were 

that they were first time freshmen students. 

Selection is based upon the literature review which 

concludes that most students drop out during their 

freshmen year. The scales use a five-point Likert 

scale, ranging from strongly disagree, with a value 

of one, to strongly agree, with a value of five. The 

scale items are shown in Table 1. 

 

Table 1: Scale Items 

 

Family Background 

1.1. What is your mothers and fathers highest formal education? 

2. 2.I am always emotionally and financially supported by my parents regarding tuition’s fee and other related 

expenses 

2.4. I am committed to my studies and don’t have any kind of family responsibilities on me. 

Individual Attributes 

1.3 Age Gender Category 

Pre-College Schooling 

1.4 Pre college specialization and percentage. 

Initial Commitments  

2.6. It’s important for me to graduate else I feel misfit in my peer group (age group). 

2.7. It’s important for me to graduate because this’ll help me to achieve my educational and career goals. 

External Commitments 

2.5. It is important for me to graduate because my parents (elders) expect me to do it. 

Peer Group Interactions 

2.11. Since coming to this institute I have developed close personal relationships with other students. 

2.13. I often feel misfit in this institute because of differing values/attitudes/customs of the dominant peer group. 

2.15. Interpersonal relationships with other students had a positive influence on my personal and intellectual 

growth. 

Family Background 

Individual Attributes 

Pre College Schooling 

 Individual Attributes 

External Commitments 

Academic Integration 

Later Commitment 

Social Integration 

Attrition Status 
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Interaction with Faculty 

2.16. Non-classroom interactions with the faculty have had a positive influence on my personal and intellectual 

growth. 

Faculty Concern for Student Development & Teaching 

2.18. Most of the faculty members are willing to spend time to discuss issues of interest to students. 

2.22. The course curriculum and attitude of the faculty in this institute burdens and overstresses me. 

Academic Development 

2.20. I have performed academically well and I anticipate I would. 

2.12. I have been attending more of the cultural events now than I was before coming to this institute. 

Institutional & Goal Commitment 

2.8. I have explored opportunities for transfer, that I feel will prove to be better than the institute I am attending.  

2.10. It is likely that I will re-enrol at this college in next semester 

2.21. It is likely that I will not re-enrol at this college in next semester. 

 

 

Before starting the main study, a pilot study was 

carried out to check the clarity of the questions, to 

eliminate ambiguities if any, and to estimate time it 

would take to complete the questionnaires. The 

questionnaire was administered by the researcher 

with help from staff. Each member of staff was 

approached individually to request time in their 

classes for the administration of the questionnaires. 

The number of students in each class was between 

40 to 50 students and the researcher attended 2 

classes. A review of each student’s records 

indicated that 36 of the 135 students had withdrawn 

voluntarily from the university at the end of their 

freshman year, while 96 had re-enrolled for their 

second year. The remaining three students had been 

required to withdraw for academic reasons. These 

students were excluded from the analysis because 

research suggested that voluntary withdrawals are 

significantly different from forced withdrawals. 

The final participants for the study consisted 

therefore of 132 students. 

Qualitative approach: As for the Qualitative data a 

survey was administered which included 10 staff 

members. The survey included six questions 

regarding which student do they think are at the 

risk of dropping out and how can they motivate 

them to persist. Effective intervention suggestions 

are made based on the answers to these questions. 

 

3.4 Modelling Phase 

 Pilot Analysis: Pilot analysis  on the data 

collected by the sample questionnaire prepared 

on some of the measures mentioned in Table 1, 

was done using SPSS a powerful program 

which provides many ways to rapidly examine 

data and test scientific hunches. The pilot 

analysis carried out on 17 students resulted in 

some ambiguous questions which were then 

modified. However it was seen that Likert scale 

with undecided option provided a fence to sit at 

and respondents preferred using it instead of 

answering the question reliably. SPSS was then 

used to check for the reliability of the 

questionnaire by calculating Cronbach’s alpha, 

which resulted in value 0.794 which is reliable. 

Based upon the pilot survey certain 

modifications were made and final 

questionnaire was prepared considering all the 

items of Table 1. 

 

 Missing Value Analysis (MVA) [9]: We 

need to check the patterns of missing data and 

its univariate statistics to verify if the data is 

MCAR or MAR. Little’s MCAR test, the null 

hypothesis is that the data are missing 

completely at random when p value is 

significant at the 0.05 level. If the value is less 

than 0.05, the data are not missing completely at 

random. For our study Little’s MCAR test 

resulted in the significance value .811 which is 

above 0.05, hence verifies that our data is 

MCAR. EM method was used to impute the 

missing values.  

 Factor Analysis: A common rule of 

thumb is that a researcher at least needs 10-15 

participants per item. Yet, it largely depends on 

the proportion of variance in a dataset a factor 

explains how large a sample needs to be. If a 

factor explains lots of variance in a dataset, 

variables correlate highly with that factor, i.e. 

load highly on that factor. A factor having four 

or more loadings, greater than 0.6 is reliable 

regardless of sample size. Kaiser-Meyer-Okin 

(KMO) measure of sampling adequacy can 

signal in advance whether the sample size is 

large enough to reliably extract factors. When 

the KMO is near 0, it is difficult to extract a 

factor, since the amount of variance just two 

variables share (partial correlation) is relatively 

large in comparison with the amount of variance 

two variables share with other variables 
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(correlation minus partial correlation). When 

the KMO is near 1, a factor(s) can probably be 

extracted.. KMO in our case was .550 and hence 

verifies that the reliable factors can be extracted 

from the dataset considered. 

 

3.5 Deployment Phase 

The C program implemented uses the C4.5 

algorithm [16] to calculate the Entropy or as we say 

the information that is conveyed by our collected 

data which resulted in .84 which is quite reliable, 

also based upon our analysis results of SPSS it 

calculates the gain and the gain ratios (Figure 3) 

factors that are determined to be critical to our 

study. The calculated gain and the gain ratios help 

us in verifying the sequence of the nodes of 

decision tree that has been obtained using the 

WEKA tool. 

 

 
Fig 3: Gain Ratios from Factors Influencing Dropout Decision 

 

 

The results of Figure 3 verify that educational 

factors i.e. academic performance and financial 

support with gain ratio of 0.416 and 0.415 are one 

of the dominant factors contributing in the 

prediction of dropouts. 

 

3.5.1 WEKA Tool 

J48 is applied to learning dataset using WEKA 

tool. There were 152 instances considered. 

Attributes to be worked on were 33. 86.842% of 

the dataset was training set and rest was the test set 

i.e. data from 132 students was used to train the 

analytical model and 20 students made the test set. 

J48 pruned tree was drawn, which gave number of 

leaves as 11 and size of the tree build is 21. 

 

Evaluation on Test Split 

 Correctly Classified Instances 14 82.3529 

% 

 Incorrectly Classified Instances 3 17.6471 

% 

 

Confusion Matrix: 

a             b <------- classified as 

                                                                 10           1                

| a = Yes 

                                                                  2            4                

| b = No 

 14 instances are classified correctly. 

 3 were incorrectly classified. 

 However there were 3 instances those 

were ignored as class unknown instances. 

 12 persisted, 5 dropped and 3 unknown. 

 Dropout rate = 29 % and that of training 

set was 36/96 = 27 % which is quite a 

prediction. 

 

3.5.2 Classification Algorithm Comparisons 

Table 2 shows the results of different algorithms 

applied to the same field as analyzed in literature 

survey and conclude that J48 has the best accuracy 

and precision when compared to others. 
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Table 2: Comparison Results 

Algorithms lazy.IBk 

(KNN=1) 

trees.J48 rules.JRip functions.Logistic Bayes.NaiveBayes Rules.OneR 

Accuracy 70.58 82.35 64.705 76.47 64.7059 64.70 

Precision 

Yes 

 .833 .647 .769 .778 .647 

No .667 .8 0 .75 .5 0 

 

 

3.5.3 Decision tree by J48 and Verification with 

gain ratios 
Persist which is the root of the decision tree has the 

highest gain contribution of .706 followed by 

Gender and Academic performance of .419 and 

.416 respectively which is then followed by 

financial support of .415 and so on. 

 

The Rule Set 

It is easy to derive a rule set from a decision tree: 

1. Persist>3 and Gender=F => Yes 

2. Persist<=3 and Academic Performance >4 => 

No 

3. Persist<=3 and Academic Performance >4 and 

Financial_Support>4=>Yes 

4. Persist>3 and Gender=F and 

Financial_Support<=2 =>No 

5. Persist<=3 and Academic Performance >4 and 

Financial_Support>4 and Social_Integration>4=> 

No 

6. Persist<=3 and Academic Performance >4 and 

Financial_Support>4 and Social_Integration>4 and 

Campus_Fit>3=> Yes 

7. Persist>3 and Gender=F and 

Financial_Support<=2 and 

Resedential_Facilities<=4 =>Yes 

 

IV. Future Work 

Staff Survey can be conducted that’ll be 

including certain questions to verify the factors that 

analyzes of the student questionnaire resulted in 

and based upon the certain intervention strategies 

will be made that help students at risk of dropping 

out in continuing and completing their degrees.  
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ABSTRACT 
Recent developments in the field of wireless networks lead to the development of short-lived networks known 

as Mobile Ad hoc Networks (MANET). The Routing protocols in MANET are classified into three categories 

viz. table driven, on-demand and hybrid protocols. OLSR is one example of table driven routing protocol, which 

is best suited for dense networks which aims at reducing routing overhead. It uses link state routing as its basis 

and minimum hop count as a metric to find shortest paths. But in dense networks, there may exists number of 

different paths to reach a destination with different cost metrics therefore some quality of service (QoS) 

constraints can help to choose better route to a destination. QoS guarantee is very much essential for successful 

communication of nodes in the network. The different QoS metrics includes throughput, packet loss, jitter, 

delay, error rate etc. Basic OLSR protocol has certain drawbacks like number of retransmissions, route 

instability, packet losses, delay etc. In basic OLSR and Qos constraint OLSR, the metric used for calculating 

shortest path is different. In OLSR, QoS constraint is hop count where as in OLSR-ETX, its expected 

transmission count which is sum of inverse of probability of successful transmission. In OLSR-ML, QoS 

constraint is the product of probability of successful Transmission along the path by calculating packet delivery 

ratios and in OLSR-MD, metric used for QoS consideration is delay.  In this paper, OLSR and its Qos 

Constraint (OLSR-MD, OLSR-ML, OLSR-ETX) are analyzed in terms of various parameters viz. Throughput, 

Normalized Routing Load, End-to-end delay. These parameters have been simulated on NS-2 simulator and 

compared by varying the simulation time.  

Keywords:Mobile Ad hoc Network (MANET), Optimized Link State Protocol (OLSR), QoS Constraint OLSR-

ETX, OLSR-ML, OLSR-MD 

 

I. INTRODUCTION 
A MANET [1] is an autonomous system of 

mobile routers connected by wireless links. The 

union of which forms an arbitrary graph. The routers 

are free to move randomly and organize themselves 

arbitrarily; thus, the network’s wireless topology may 

change rapidly and unpredictably. The main 

characteristics [2] of MANET includes dynamic 

topology, bandwidth constraints and variable link 

capacity, self-configuring, energy constrained nodes, 

limited security, multi-hop communications. To 

reduce the number of reactions to topological 

changes and to control congestion, multiple routes 

could be used. If one route is invalid, then other 

stored route is active for communication and thus 

saving the routing protocol from initiating another 

route discovery procedure. Therefore, a good routing 

protocol is needed. 

Routing protocols of MANET can be categorized [3] 

into three categories as Table Driven Routing 

Protocols, Source Initiated On-Demand Routing 

Protocols and Hybrid Routing Protocols. Table 

Driven routing protocols attempt to maintain 

consistent, up-to-date routing information between 

every pair of nodes in the network by propagating 

route updates after fixed time intervals. In On-

Demand routing protocols, every node needs to 

maintain a route to every node at all other times. The 

benefit of this approach is that signaling overhead is 

likely to be reduced. Third category is hybrid 

protocol seeks to combine the first two approaches. 

Optimized Link State Protocol (OLSR) is a table 

driven routing protocol, so the routes are always 

immediately available when needed. OLSR is an 

optimization version of a pure link state protocol. So 

the topological changes cause the flooding of the 

topological information to all available hosts in the 

network.  

The objective of this paper is to select OLSR protocol 

with different Quality of Service constraint when 

RESEARCH ARTICLE                           OPEN ACCESS 
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MANET has to be created for the small duration. In 

this paper, comparative analysis between the standard 

OLSR protocol and QOS constraint OLSR protocols 

has to be carried out in the simulated environment 

created in the NS-2 simulator. The parameters taken 

for consideration during comparative analysis are 

throughput, normalized routing load and end-to-end 

delay. 

Organisation of the paper is as follows: section I 

discusses about the basics and working of OLSR; 

section II explains various QoS constraints of OLSR; 

section III explains various simulation scenarios of 

OLSR and its QoS constraint protocols along with 

analysis of results received from simulations; section 

IV concludes the paper. 

 

II. OPTIMIZED LINK STATE ROUTING 

PROTOCOL 

The Optimized Link State Routing (OLSR) 

protocol is based on Open Shortest Path First (OSPF) 

protocol [4]. The OLSR protocol can be conceptually 

divided into three different operations, namely 

neighbor sensing, distribution of signaling traffic and 

distribution of topological information [5]. Neighbor 

sensing in OLSR is accomplished by transmitting 

periodic hello messages that contain the generating 

node’s address identifier, a list of neighboring nodes 

and the type of link it has with each neighbor (e.g.: 

symmetric or asymmetric). For the distribution of 

signaling traffic, OLSR adopts a flooding mechanism 

where every node forwards a flooded message that it 

has not forwarded previously. Finally, the 

distribution of topological information function is 

realized with use of periodic topology control 

messages that result in each node knowing the partial 

topology graph of the network which is then used for 

computation of optimal routes [6] [7]. To compute 

the optimal routes, it is necessary to find out 

network’s link information through Link State 

Routing. 

 

2.1 Working of OLSR 

OLSR [8] is independent of the underlying 

link layer. Each node sends periodic HELLO 

messages to discover neighbors. The neighborhood of 

a node A contains all those nodes which are directly 

linked to A. The links may be symmetric or 

asymmetric. OLSR also uses a concept called a two-

hop neighbor. A node, C, is a two-hop neighbor of A 

if a node B is a symmetric neighbor of A and C is a 

symmetric neighbor of B, but C is not a neighbor of 

A. The HELLO packet contains the node's own 

address, a list of its neighbors and the status of the 

links of all its neighbors. These HELLO packets are 

used by the nodes to generate the immediate and two-

hop neighborhood as well as to determine the quality 

of links in the neighborhood. This information is 

stored for a limited time in each node and needs to be 

refreshed periodically. Flooding HELLO packets 

across an arbitrarily-sized MANET is costly due to 

the presence of multiple duplicate retransmissions. In 

order to avoid this, OLSR uses the concept of 

Multipoint relay (MPR) flooding instead of full 

flooding. Each node uses its two-hop neighborhood 

information to select a minimal set of MPRs such that 

all the nodes in its two-hop neighborhood are 

reachable. Each node maintains a list of nodes, called 

the MPR selector set, for which it is an MPR. The 

node then retransmits only those messages received 

from nodes which have selected it as an MPR. The 

MPR flooding mechanism is also used to spread 

topology information throughout the MANET. All 

nodes with a non-empty MPR selector set 

periodically send out a Topology Control (TC) 

message. This message contains the address of the 

originating node and its MPR selector set. Thus, each 

node announces reachability to its MPR selectors. 

Since every node has an MPR selector set, 

effectively, the reachability to all the nodes is 

announced. Thus, each node receives a partial 

topology graph of the entire network.  

There are various issues involved with each routing 

protocol that need to be resolved like route looping, 

congestion etc. Some kind of Quality of service can 

be guaranteed to optimize the routing procedure in 

MANET and to avoid such problems. 

 

III. QOS CONSTRAINT OLSR 
Constraints in Ad-hoc networks usually 

arise due to low computational and bandwidth 

capacity of nodes, mobility of intermediate nodes in 

an established path and absence of routing 

infrastructure. A routing protocol or a QoS [9] 

scheme for Ad-hoc networks should focus on these 

problems and is expected to be:  

1) Distributed in nature 

2) Computationally inexpensive 

3) Efficient in reducing the route discovery and 

recovery time. 

             Minimum hop-count is the metric [9] most commonly 

used by existing ad-hoc routing protocols to calculate 

optimal routes, including the standard OLSR 

specification. Minimizing hop count is not enough in 

a wireless environment, because when the network is 

dense, there may be several routes with the same        

minimum hop count and very different link qualities. 

An arbitrary decision made by minimum hop-count 

algorithms may not select the best available route. 

 

3.1 QoS Constraint OLSR-ETX 

The QoS metric a link quality extension, 

called ETX (Expected Transmission Count) metric 
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[10]. This extension aims at finding paths with the 

lowest number of required transmissions to deliver a 

packet to its final destination. The ETX of a link is 

calculated using forward and reverse link delivery 

ratios. The delivery ratio is the probability that a data 

packet successfully arrives at the next hop. The 

expected probability that a transmission is 

successfully received and acknowledged is the 

product of the forward delivery ratio (df) and the 

reverse delivery ratio (dr) of a link. Thus, the 

expected number of transmissions is given by: 

 

ETX=1/(df x dr) 

 

The delivery ratios (d) are measured using modified 

OLSR HELLO packets sent every t seconds (e.g. 

t=2). Each node calculates the number of HELLOs 

received in a w second period e.g. (w=20) and 

divides it by the number of HELLOs that should have 

been received in the same period (10, by default). 

Each modified HELLO packet informs the number of 

HELLOs received by the neighbor during the last w 

seconds, in order to allow each neighbor to calculate 

the reverse delivery ratio. The worse the link quality 

is, the greater the ETX link value becomes. The ETX 

value is 1 for a perfect link that loses no packets. If 

no HELLO packet is received during w-second 

period, ETX is set to 0 and the link is not considered 

for routing. Otherwise, ETX is greater than 1. 

In the case of a multi-hop path, the ETX value of the 

complete route is given by the sum of the ETX of 

each hop. OLSR selects the best route from one 

source to a specific destination as the one with 

smallest ETX value. Even though ETX is based on 

the success probability over a single link, it aims at 

minimizing the number of transmissions along a 

given path and not minimizing the loss probability 

along the path.  

 

3.2 QoS Constraint OLSR-ML 

An alternative way to calculate the link 

quality [11] of a given path in order to select the path 

with the minimum loss probability. In a multi-hop 

path, the probability of successful transmission over 

the complete path should be the product of the 

probabilities of each path. Thus, in a route from A to 

C, passing through B, the total probability of 

successful transmission is given by: 

 

PAC=PAB X PBC 

 

In this approach, a multi-hop path link quality value 

is given by the product (and not the sum) of each link 

quality. As we are using the probabilities P and not 

its inverse value (ETX), the best route from one 

source to a specific destination is the one with the 

highest probability (P) of successful transmission, 

i.e., the one with minimum loss probability. 

One could argue that if all link qualities were 1 in a 

given network, then the probability of successful 

transmission over a multi-hop path between two 

nodes would be same as the probability over a direct 

link between them. This is true, but the regular OLSR 

implementation already has a solution for this 

scenario. When multiple routes with the same link 

quality are present, the one with the minimum 

number of hops is chosen. Thus the direct link would 

be chosen in that case. 

 

3.3 QoS Constraint OLSR-MD 

The main idea behind the Minimum delay is 

to measure the link delay between the nodes. 

Therefore, all calculations of routing tables are based 

upon each neighboring nodes. Therefore OLSR-MD 

[11] is the protocol with the route selection between 

the current node and the other nodes in the network 

which have the lowest sum of different transmission 

delays of all the links along the path proactive. It 

used the methodology of AdHoc Probe to obtain the 

one-way delay on each link. This information was 

used as a link metric for Optimized Link State 

Routing (OLSR). The OLSR Minimum Delay 

(OLSR-MD) was compared against OLSR with the 

standard hop count. This is simply due to the fact that 

the one-way delays which are the base for the MD 

routing metric are determined with small probe 

packets before setting up the routing topology and do 

not take traffic characteristics into account. If no 

other traffic is present in the network, the probes sent 

on a link experience a very small delay, but larger 

data packets sent on this link may experience higher 

delay or retransmission due to congestion. OLSR-

MD is an interesting approach of routing with delay 

assurance. 

 

IV. SIMULATION AND ANALYSIS 
OLSR and Quality of service constraint 

OLSR (with minimum loss (ML), delay (MD) and 

expected transmission count (ETX)) protocols, when 

mobile Ad-hoc network has to be created for the 

small duration, are considered for simulation. The 

whole scenario comprises of 10 mobile nodes using 

OLSR and QoS constraint OLSR protocol is 

simulated in NS-2 simulator with the assumption that 

all mobile nodes receives packet as well as forward 

them to all neighboring nodes without filtering them 

on the basis of destination address. The needed 

parameters to carry out the simulation and their 

corresponding values for protocols are specified 

below in Table 1. 
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Table 1: Simulation Parameters 

Parameter Value 

Number of nodes 10 

Topography 

Dimensions 

1000m X1000m 

Traffic type CBR 

Radio Propagation 

model 

Two-Ray Ground 

model 

MAC type 802.11Mac Layer 

Packet size 210 bytes 

Mobility model Random Waypoint 

Antenna type Omni directional 

 

 
Fig 1: Flow of traffic between the nodes 

 

All the above parameters in the table remain 

same for OLSR and QoS constraint OLSR protocols. 

Simulation time is varied and the behavior of 

protocols is examined by studying the X graph based 

on following three parameters Average End-to-End 

Delay, Throughput, Normalized Routing Load 

(NRL).The traffic flow in terms of exchange of 

packets between the nodes is read from the script file. 

Fig 1 represent that after simulation has started the 

mobile nodes are sensing its neighbors with the help 

of HELLO messages and TC messages.  

 

4.1 X graph Evaluation of End-to- End Delay 

Fig 2 shows the X graph of OLSR protocol 

when the simulation is carried out for 50 seconds the 

end-to-end delay is initially zero at the time of start 

because initially there is no CBR connection. As the 

CBR connections establish the number of data 

packets is sent and end-to-end delay is observed.  

 
Fig 2: X graph of End-to end delay Vs 

Simulation time for OLSR protocol 

 

But as the simulation time increases substantially the 

end-to-end delay increases because of traffic flow 

exchange. As it can be observed in from the graph 

that end-to-end delay is changing very frequently 

because different packets follow different path to 

reach destination so end-to-end delay is varied at 

each instant.  Fig 3 shows the simulation for 50 

seconds simulation time when QoS was applied. The 

QoS constraint here is transmission link Quality. It 

can be depicted from the graph that end-to-end delay 

in OLSR-ETX is very high at most of the points 

during the network simulation.  

 

 
Fig 3: X graph End-to end delay Vs 

Simulation time for QoS OLSR-ETX 
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Fig 4: X graph End-to end delay Vs Simulation time 

for QoS OLSR-MD 

 

Fig 4 shows the end-to-end delay for OLSR protocols 

when QoS constraint of minimum delay is applied 

during optimal route selection. The end-to-end delay 

value is less at most of the instances. This is so 

because minimum delay metric constrained is 

applied.  

 
Fig 5: X graph End-to end delay Vs Simulation time 

for QoS OLSR-ML 

 

Fig 5 shows the end-to-end delay for OLSR protocol 

when QoS constraint of minimum loss is applied 

during MPR selection instead of general MPR 

selection algorithm. 

It can be observer that OLSR-MD shows the 

minimum delay because in OLSR-MD route 

selection is based on delay of Ad-hoc probes. OLSR-

ETX and OLSR-ML are producing large values of 

delay when traffic increases. MD. Firstly, In order to 

select paths with lower packet loss rates, OLSR-ML 

usually selects paths with a larger number of hops 

compared to OLSR-ETX. This increase in hop count 

could result in longer delays. Secondly, OLSR-ETX 

uses the same mechanism to measure the link quality 

as that of OLSR-ML, i.e., modified HELLO 

messages. But summing up the individual 

probabilities and preference of the shortest path 

reduces the delay of ETX as compared to ML. 

4.2 X graph Evaluation of Normalized Routing 

Load (NRL) 

The NRL is the load offered on the protocol under 

the given scenarios the number of routing packets 

transmitted per data packet delivered at the 

destination. This metric gives an idea of the extra 

bandwidth consumed by overhead to deliver data 

packet. 

NRL = ((cp_sent + cp_forw) / data_agt_rec)*100; 

cp_sent = rreq + rrep + rerr; 

 

Terms used in NRL are shown in Table 2. 

 

Table 2: Terms used in NRL 

Abbreviations Description 

cp_sent Control Packets Sent 

Cp_forw Control Packet 

Forwarded 

Data_agt_rec Data Packet Receieved 

Rreq Route request 

 

Fig 6 shows the normalized routing load for OLSR 

protocol. Initially NRL value is zero and as the 

simulation time increases its value also increases 

because more and more packets are exchanged 

between the nodes. At an instance during simulation 

it reaches its peak when all the routing tables are 

maintained with latest updates with maximum NRL 

value and then after updating the control overhead 

decrease therefore NRL value.  

Fig 7 shows the Normalized routing load for OLSR 

and QoS OLSR-ETX. As it can be depicted from the 

graphs obtained that Value of NRL in OLSR protocol 

is high as compared to QoS OLSR-ETX. The NRL 

value increases as the simulation time increases as 

the packets starts exchanging between the nodes 

reaches its peak value, peak value here signifies that 

that all the nodes are done with hello messages and 

topology control messages in order to attain the 

whole network topology information. After that this 

again tends to decrease. 

 

 
Fig 6: X graph showing NRL for OLSR 
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Fig 7: X graph  showing NRL for QoS OLSR-ETX 

 

 
Fig 8: Comparison of OLSR and QoS OLSR-ETX in 

terms of NRL 

 

Fig 8 shows the comparison between the QoS OLSR-

MD and ML. It can be observed that OLSR-MD 

suffered from high network load as compared to 

OLSR-ML. As, ad-hoc probes are used to measure 

the metric values and are sent periodically along with 

TC and HELLO messages. On the other hand, OLSR 

ETX and OLSR-ML calculate the probabilities for 

the metric from the values obtained from the 

enhanced HELLO messages. 

From the results it can be depicted that OLSR-ETX 

has the lowest NRL value followed by OLSR-ML 

and finally OLSR-MD. Hence, OLSR-ETX performs 

well as compared to others. OLSR-MD suffered from 

the highest routing loads. As, ad-hoc probes are used 

to measure the metric values and are sent periodically 

along with TC and HELLO messages. On the other 

hand, OLSR-ETX and OLSR-ML calculate the 

probabilities for the metric from the values obtained 

from the enhanced HELLO messages. 

 

4.3 X graph Evaluation of Average Throughput 

Network Throughput refers to the volume of 

data that can flow through a network. Network 

Throughput is constrained by factors such as the 

network protocols used, the capabilities of routers 

and switches. Throughput or network throughput is 

the average rate of successful message delivery over 

a communication channel. This data may be 

delivered over a physical or logical link, or pass 

through a certain network node. The throughput is 

usually measured in bits per second (bit/s or bps). 

 
Fig 9: Comparison of  QoS OLSR-MD and ML in 

terms of NRL 

 

Fig 9 shows the average Throughput when the 

network was simulated for 50 seconds for OLSR and 

OLSR-ETX. It can be analysed from the above graph 

that average Throughput for general OLSR protocol 

comes out to be less as compared to QoS Constraint 

OLSR-ETX. From the above X graph it can be 

observed that maximum throughput is achieved by 

minimizing the number of transmissions per packet 

over the shared medium, and they have demonstrated 

a two-fold improvement in throughput compared to 

the minimum hop-count metric used in basic OLSR.  

 
Fig 10: Average Throughput of OLSR and QoS 

OLSR-ETX 

 

Fig 10 shows the average throughput when 

the network was simulated for 50 seconds for OLSR-

MD and OLSR-ETX. It can be analyses from the 

above X graph that average Throughput for QoS 

OLSR-MD protocol comes out to be less as 

compared to QoS Constraint OLSR-ETX. Because 

adhoc probes cause routing overhead in a network 

and decrease the Throughput when data load is high 

in a static network which is used by OLSR-MD.  

http://en.wikipedia.org/wiki/Network_node
http://en.wikipedia.org/wiki/Bit
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Fig 11: Average Throughput of QoS OLSR-ETX and 

MD 

  

Fig 11 shows the comparison between 

average Throughput between QoS OLSR-ETX and 

MD. It can be analyses from the X graph average 

Throughput of QoS constraint OLSR-ML is better 

than ETX.OLSR-ETX uses the same mechanism to 

measure the link quality as that of OLSR-ML, i.e., 

modified HELLO messages. But summing up the 

individual probabilities and preference of the shortest 

path reduces the delay of ETX as compared to ML. 

Thus, a slow link preference results more drop rates 

of OLSR-ETX as compared to OLSR-ML.OLSR-

ETX may choose a route in which the PLR is so high 

that degrades network Throughput, causing it to miss 

its main target, namely, minimizing retransmissions. 

It can be analyses that paths with minimum loss rates 

(or higher probabilities of successful transmissions) 

also lead to high Throughput, with the added benefit 

of more stable routes and lower packet loss rates.  

 

 
Fig 12: Average Throughput of QoS OLSR-ETX and 

ML 

 

Fig 12 shows the comparison of average 

Throughput of all the protocols with and without QoS 

constraint. It can be analyses from the above graph 

that OLSR without QoS has the lowest average 

Throughput and OLSR-ML with QoS constraints 

gives better average Throughput as compared to other 

protocols. The Performance comparison of OLSR 

and its QoS constraint is summarized in Table 3. 

Table 3: Comparison Table for OLSR and its QoS 

Constraints 

 

  

V. CONCLUSION 
After comparative analysis of results OLSR 

and its QoS Constraint in terms of average 

throughput, normalized routing load and End-to-end 

delay, it is concluded that OLSR with Qos constraint 

performed well under all circumstances as compared 

to basic OLSR protocol. OSLR-ETX and OLSR-MD 

with Qos constraints showed less end-to-end delay 

overall out of four protocols. Average throughput of 

OLSR-ETX and OLSR-ML with Qos constraint was 

recorded far better than original OLSR. Normalized 

routing load of OLSR-MD was maximum as 

compared to other protocols and OLSR-ETX has the 

minimum NRL value. 
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ABSTRACT 
ZRP is a hybrid routing protocol for ad hoc networks. ZRP combines the best features of proactive and reactive 

routing protocols to balance the control overhead on Ad Hoc Networks. This paper presents performance based 

reliable data communication analysis on TCP, UDP by varying nodes, zone radius and mobility speed Over 

ZRP. The environment has been simulated by NS2.33 simulator. The objective of our work is to analyze that at 

what speed and by taking how much zone radius, ZRP will be able to provide reliable data communication 

support for Mobile Ad hoc Networks. 

Keywords – Ad Hoc Network, ZRP, TCP, UDP etc. 

 
I. Introduction 

Mobile Ad hoc Network (MANET) is a 

self created and self organized network. MANET 

refers to a multi-hop packet-based wireless network 

composed of a set of mobile nodes that can 

communicate and move at the same time without 

using any kind of fixed wired infrastructure [1]. 

MANETs are actually adaptive networks that can be 

formed and deformed on the fly without the need of 

any centralized administration. In ad hoc networks 

each and every node works as router [2]. Routing in 

MANETs is challenging due to the constraints 

existing on the transmission bandwidth, battery 

power, CPU time and the requirement to cope with 

frequent topological changes resulting from the 

mobility of nodes. For reliable data communication 

on routing protocols TCP (Transmission Control 

Protocol) provides connection-oriented, end-to-end, 

error free data delivery supports [3] [4] [5]. A TCP 

connection is a virtual circuit between two nodes, 

conceptually very much like a telephone connection 

but with reliable data transmission between them. A 

sending node divides the data stream into segments. 

Each segment is labeled with an explicit sequence 

number to guarantee ordering and reliability. When a 

host receives in sequence the segments, it sends a 

cumulative acknowledgment (ACK) in return, 

notifying the sender that all of the data preceding that 

segment’s sequence number has been received. If an 

out-of -sequence segment is received, the receiver 

sends an acknowledgement indicating the sequence  

 

 

number of the segment that was expected. If 

outstanding data is not acknowledged for a period of 

time, the sender will timeout and retransmit the 

unacknowledged segments. 

Similarly UDP (User Datagram Protocol) is one of 

the protocols that are widely used in traditional 

networks (wired network). The services provided by 

UDP are unordered delivery of packets, 

connectionless service, full duplex connection and 

message boundaries preserving, no congestion 

control and packet delivery [6]. In contrast to wired 

network, wireless packet networks are characterized 

as low-bandwidth and unreliable, in which a 

considerable amount of packet losses are induced by 

both channel failure and network congestion. 

Depending on the environment, moving speed, and 

network loading, packet loss can be random or burst. 

Since UDP does not perform any error recovery, 

streaming multimedia over wireless networks can 

yield unpredictable degradation and poor video/audio 

quality. One of the in efficiency of UDP is that it fails 

to incorporate the properties of the wireless network, 

where a channel error only partially corrupts a 

packet. UDP discards a packet containing only a 

small part of corrupted data. 

The routing in ad hoc network is based on multihop 

relay of control/data packets. Due to multihop 

relaying, there are lots of design issues at the 

transport layer that are induced traffic, induced 

throughput unfairness, power and bandwidth 

constraints, misinterpretation of congestion, dynamic 

RESEARCH ARTICLE                    OPEN ACCESS 
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topology and completely de coupled transport layer 

[7]. Hence it is necessary to know the performance of 

UDP and TCP under ad hoc networks on different 

routing protocols. In this paper, the performance 

based reliable data communication analysis on TCP, 

UDP by varying mobility speed and zone radius over 

ZRP has been done. The rest of the paper is 

organized as follows: section 2 gives a brief 

description of related works which help in 

improvement of the ZRP performance. Section 3 

explains overview of ZRP for MANETs. Section 4 

presents simulation based results, evaluation and 

performance comparison graphs of our work. Finally, 

conclusion and future work are presented in section 

5. 

II. RELATED WORK 

Extensive literature survey has been done on 

ZRP. In [8], author compared the performance of 

AODV and OLSR using TCP and UDP over ns- 2. 

Their simulation results show that AODV performs 

better in static networks. In [9], authors compared the 

performance of proactive and reactive routing protocols using 

TCP, and shows that reactive routing protocol produces a 

lesser routing overhead over low network speeds. 

The performance of AODV over OPNET, to determine the 

effect of TCP and UDP applications over AODV is evaluated 

[10].  

In [11], authors considered protocols of AODV and 

DSR as a reference for analyzing ZRP with 

QUALNET simulator. Authors observed ZRP uses 

additional time as it uses IARP, IERP by studying 

ZRP operation of route discovery. They took 

different parameters for performance analysis like 

end to end delay, packets received etc. From the 

above analyzed survey, their result have concluded 

that lot of work has been done on ZRP, but no 

research work suggested us how well ZRP will adapt 

in MANET with respect to nodes mobility, zone size 

and scalability. 

In [12], authors analyzed the performance of ZRP. 

Give a results that if the radius zone is small then the 

nodes act as reactive protocol so if the zone is less 

than the average delay is more. When the mobility 

rate is less then throughput, packet delivery ratio is 

maximum and if the mobility rate and zone size is 

increase the control overhead is also increased. 
An analytical model that allows us to determine 

the routing overhead incurred by the scalable routing 

framework on ZRP is proposed [13]. In order to 

make ZRP adaptive, the mechanisms must be devised 

for detecting the non-optimality of zone radius 

setting. In addition to that, the cost-benefit analysis 

must be done to understand the tradeoff involved 

between the optimality detection cost and additional 

overhead cost incurred due to non-optimality. In [14], 

authors compared the performance of DSR, AODV 

and ZRP, especially focusing on ZRP and the effect 

of some of its most important attributes to the 

network performance. It has been observed from their 

work that the performance of ZRP was not up to the 

task and it performed poorly throughout all the 

simulation sequences. So in this paper, we have 

analyzed ZRP with varying nodes, mobility speed 

and zone size on TCP, UDP traffic over MANETs.  

 
III. OVERVIEW OF ZONE BASED ROUTING 

 PROTOCOL 

ZRP is a hybrid routing protocol based on 

parameter called routing zone [15]. ZRP is proposed 

to reduce the control overhead of proactive routing 

protocols and decrease the latency caused by routing 

discover in reactive routing protocols [16]. A node 

routing zone is defined as a collection of nodes 

whose minimum distance from the node in question 

is no longer greater than a parameter called zone 

radius [17]. In ZRP there are further two sub-

protocols,: Intra-zone routing protocol (IARP) [18] is 

used inside routing zones where a particular node 

employs proactive routing and a reactive routing 

protocol: Inter-zone routing protocol (IERP) is used 

between routing zones, respectively. A route to a 

destination within the local zone can be established 

from the proactively cached routing table of the 

source by IARP; therefore, if the source and 

destination is in the same zone, the packet can be 

delivered immediately. Most of the existing proactive 

routing algorithms can be used as the IARP for ZRP 

[11]. IERP route discovery operates as follows. The 

source node first checks whether the destination node 

is within its zone if so path to the destination is 

known and no further route discovery is required if 

the destination is not within the source routing zone 

the source border casts a route request to its 

peripheral nodes.  

 
Figure 1 illustrate the Zone Routing with Radius 2 

S – Central Node 

L – outside zone 

A-F – Neighbors 

G-K – Peripheral   
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Peripheral nodes are the nodes whose minimum 

distance to the nodes is equal to zone radius. 

Peripheral nodes executes the same algorithm-checks 

whether destination is within zone if so route reply is 

sent back to the source otherwise peripheral nodes 

forward route request to their peripheral nodes which 

follows same procedure. Figure 1 illustrates the 

routing zone of radius 2 with respect to node S.  

 

IV. SIMULATION PARAMETERS AND 

ENVIRONMENT 

The performance based reliable data 

communication analysis on TCP, UDP by varying 

nodes, mobility speed and zone radius over ZRP has 

been analyzed by taking following parameters such 

as Packet Delivery Ratio (PDR), Throughput, End to 

End Delay and Routing Overhead. The parameters 

taken for simulation are summarized in Table 1.  

                              Table 1 Simulation Parameters 

 

Parameters Value 

No of Node 50, 75,100 

Simulation Time 10 sec 

Environment Size 1200 x 1200 

Traffic Size CBR (Constant Bit Rate ) 

Queue Length 50 

Source Node 0 

Destination Node 2 

Mobility Model Random Waypoint 

Antenna Type Omni directional 

Simulator NS-2.33 

Mobility speed 100,200,300 m/s 

Protocols ZRP,TCP,UDP 

Zone Radius          2,3,4,5 

Operating System         Linux Enterprises version -5 

  
Packet Delivery Ratio (PDR): PDR also known as 

the ratio of the data packets delivered to the 

destinations to those generated by the CBR sources. 

This metric characterizes both the completeness and 

correctness of the routing protocol. 

 

100*

1

1

n

n

CBRsent

CBRrece

PDR

 

Average End to End Delay: Average End to End 

delay is the average time taken by a data packet to 

reach from source node to destination node. It is ratio 

of total delay to the number of packets received. 
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Throughput: Throughput is the ratio of total 

number of delivered or received data packets to the 

total duration of simulation time. 

 
timesimulation

CBRrece

Throughput

n

1

 

Normalized Protocol Overhead/ Routing Load: 
Routing Load is the ratio of total number of the 

routing packets to the total number of received data 

packets at destination. 

 

CBRrece

RTRPacket
LoadRouting _

 

 

V. SIMULATION RESULTS AND DISCUSSION 
5.1 Packet Delivery Ratio 

 ZRP has better packet delivery ratio in all 

scenarios of TCP. As observed from Fig 2, Fig 3 and 

Fig 4, in low mobility speed ZRP has more packet 

delivery ratio as compare to the higher mobility 

speed. As zone size increases packet delivery ratio 

decreases almost in all cases of TCP and UDP. It is 

also analyzed as the UDP is connectionless, lots of 

location contention, it further increases the unreliable 

support as mobility and zone size increases. So we 

have concluded that packet delivery ratio is inversely 

propositional to mobility speed and zone size in both 

TCP and UDP. 
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Fig 2: Effect of Varying Zone Radius and Mobility 

Rate on the Packet Delivery Ratio for 50 nodes over 

TCP and UDP 
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Fig 3: Effect of Varying Zone Radius and Mobility 

Rate on the Packet Delivery Ratio for 75 nodes over 

TCP and UDP 
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Fig 4: Effect of Varying Zone Radius and Mobility 

Rate on the Packet Delivery Ratio for 100 nodes over 

TCP and UDP 

 

5.2 Average Throughput   

Similarly to packet delivery ratio of ZRP 

average throughput is better in all the cases of TCP. 

As observed from Fig 5, Fig 6 and Fig 7, at lower 

mobility speed ZRP shows more average throughput 

as compare to the higher mobility speed and zone 

size. As zone size increases average throughput 

decreases down in almost all cases. So we have 

analyzed that average throughput is inversely 

proportional to mobility speed and zone size. 

Similarly to packet delivery ratio the average 

throughput of UDP is less than TCP. 
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Fig 5: Effect of Varying Zone Radius and Mobility 

Rate on the Average Throughput for 50 nodes over 

UDP and TCP 
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Fig 6: Effect of Varying Zone Radius and Mobility 

Rate on the Average Throughput for 75 nodes over 

TCP and UDP 
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Fig 7: Effect of Varying Zone Radius and Mobility 

Rate on the Average Throughput for 100 nodes over 

TCP and UDP. 

 

5.3 Average Delay 

As TCP is connection oriented, so it makes 

end to end connection, end to end delivery of data, 

flow control, congestion control and error control.  

As observed form Fig 8, Fig 9 and Fig 10, the 

average delay in ZRP is minimum in all cases of 

TCP. As zone size increases average delay decreases 

except in some cases. In case of UDP average delay 

is minimum when mobility is low and with the 
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increase in mobility average delay increases as shown 

in Fig 10. 
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Fig 8: Effect of Varying Zone Radius and Mobility 

Rate on the Average Delay for 50 nodes over TCP 

and UDP. 
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Fig 9: Effect of Varying Zone Radius and Mobility 

Rate on the Average Delay for 75 nodes over TCP 

and UDP. 
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Fig 10: Effect of Varying Zone Radius and Mobility 

Rate on the Average Delay for 100 nodes over TCF 

and UDP. 

 

5.4 Routing Overhead 

Routing overhead is less in case of TCP. It 

increases with the increase in mobility. From Fig 11, 

Fig 12, and Fig 13, we have observed that routing 

overhead is directly proportional to mobility, as 

mobility increases routing overhead increases. With 

the increase in zone size routing overhead increase in 

many cases. From Fig 13, in case of 100 nodes and 

UDP, we observe that routing overhead is minimum 

in case of 300 mobility. In case of 100 mobility till 

3R routing overhead is maximum, after 3R with the 

increase in zone size routing overhead here decreases 

down. 
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Fig 11: Effect of Varying Zone Radius and Mobility 

Rate on the Routing Overhead for 50 nodes over TCP 

and UDP. 
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Fig 12: Effect of Varying Zone Radius and Mobility Rate 

on the Routing Overhead for 75 nodes over TCP and UDP. 
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Fig 13: Effect of Varying Zone Radius and Mobility Rate 

on the Routing Overhead for 100 nodes over TCP and 

UDP. 

 

VI. CONCLUSION AND FUTURE SCOPE 

Simulation based analysis of ZRP has 

concluded that, when zone size is very small it act as 
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reactive routing protocol because the probability of  

destination node with in routing zone is less, so average 

delay is more. ZRP uses proactive routing within the 

zone as zone size gets increased then delay keeps on 

reducing destination nodes can come under the routing 

zone. As TCP is reliable protocol and when its 

performance is analyzed on ZRP, its results shows 

maximum packet delivery ratio with lower mobility 

speed and lowest packet delivery ratio with highest 

mobility speed. Throughput is also inversely 

proportionate to mobility speed and zone size. Similarly, 

when we analyzed UDP due to its unreliable nature its 

performance is poor in all the scenarios. So after 

analysis and result discussion this paper concludes that 

UDP flows perform better in the case of dense networks 

with little or no mobility. TCP flows perform better for 

high mobility scenarios 

 After overall analysis of performance comparison of 

these transport layer protocols, it is also observed that 

the transport layer is completely decoupled from lower 

layers.  So there is a need to develop a more cross layer 

protocols over ad hoc networks for reliable data 

communication. 
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ABSTRACT 
Many image encryption techniques have been developed to protect confidential image information in 

communication through the public channel. In this paper, a combined method of image encryption has been 

proposed to encrypt the image. The algorithm is divided into two parts. At first, the bits of pixels are reversed 

and rotated based on length of key. In second part, the encrypted image has been constructed after bit-wise XOR 

operation between the revised pixels and key. The proposed technique has been tested on different types of 

images. Finally, the performance of the algorithm has been verified by some statistical analysis. 

Keywords-Bits reverse, Bits Rotation, Combined Method, Image Encryption, Statistical Analysis.

 

I. INTRODUCTION 

During last few decades Information 

security is the imperative and important issue as 

compared to the growing internet application. To 

secure the information and to protect it from 

unauthorized access cryptography plays a vital role. 

Using cryptography by applying some methods or 

techniques plain text information is encrypted to 

make it cipher text which is not understandable by 

the intruder. Out of this information Image plays vital 

role in digital communication and due to this robust 

Image encryption methods or algorithm is very much 

necessary. 

 
A technique of data hiding with cryptography by 

using a block of 3x3 pixels is presented [1]. They 

first changed the value of the pixels nearer to the 

ASCII value of available character range (65-90 and 

97-122) and then in this 3x3 pixel value one character 

is inserted based on the key. In [2], authors developed 

a method of Image encryption by dividing the Image 

in N nos. of vector of length K bits, where K is the 

length of the KEY in bit and taken KEY as an input 

vector. Then diffusion operation is done by Boolean 

X-OR operation with first vector with the key and 

replace the vector with this new value. For the next 

vector the same operation is done with their previous 

vector and thus changing the value of each vector. 

Lastly confusion operation is done by rotating right 

each vector number of times equal to the number of 

0’s bit in it. Another recently used technique is to use 

receiver MAC address for Image encryption [3]. Here 

after reading the data the data is splited into N/6 no of  

 

 

 

 

vector where N is the no of data. Next X-OR Boolean 

operation between the MAC address vector and each  

of the data vector is performed and lastly Re-

sequence or reorder the sequence of the vectors is 

done for final encryption. Many authors has made a 

comparative study [4] [5] [6] [7] [8] [9] on different 

methods of Image encryption and analyzed them in 

order to make familiar with the various encryption 

algorithms used in encrypting the image which has 

been transferred over network. The results of the their 

simulation show that every algorithm has advantages 

and disadvantages based on their techniques which 

are applied on images. 

 

In TJ-ACA [10] methods at first pixels intensity is 

changed and then IKEDA MAPPING is applied for 

further encryption. In [11], authors used two steps to 

encrypt  image. In the first step pixel rearrangement 

within image is done using sorting method and next 

image is encrypted using inter- pixel displacement 

algorithm. In SD-EI [12] [13] combined image 

encryption technique and basically has two stages: 

Image encryption technique by using bits rotation and 

reversal. 

 

In this paper, image has been encrypted based on a 

combined method. The algorithm has two stages. At 

first, the bits of pixels are reversed and rotated based 

on length of key. The encrypted image has been 

constructed after bit-wise XOR operation between 

the revised pixels and key in second step. Finally, the 

performance of the algorithm has been verified by 

some statistical analysis. 
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II. PROPOSED ALGORITHM 

Input: Key and Image 

Output: Encrypted Image 

 

Method: Part 1 

 

1. To read the Image in matrix form. 

2. To read the KEY and find the Length L. 

3. To Perform LE =L mod 7.If LE=0 then LE=7 

4. To Take Pi pixeland represent it by equivalent 

eight bit binary number. 

Pi is the ith no of pixel. Initially i=1. 

5. To Perform BIT REVERSAL and ROTATION 

TECHNIQUE on Pi and convert the byte to 

decimal form. 

6. Set L=L+1 and i=i+1. 

7. Go to step 3 and repeat the steps upto the last 

pixel of the Image. 

8. Output Encrypted Image (O), which is the input 

to the next part.   
 
Part 2 

 

1. To find the Effective key(Ek) and length of it. 

2. To do Bit-wise XOR operation with Oiand Ekj 

Where i=1 to total no. of pixel 

And    j=1 to length of Effective key. 

3. Repeat the above step upto the last pixel of the 

Image. 

4. Result is Encrypted Image. 

III. ILLUSTRATION WITH EXAMPLE 

At first each pixel of input Image its 

equivalent eight bit binary number. Length of 

password which is given at the time of input 

image is considered for bit reversal and rotation. 

To do this Effective length of the password (LE) 

is required and is represented by  

LE =L mod 7 where L is the actual length of the 

password and ‘7’ is the number of iterations 

required to reverse entire input byte. Say, [B8 

B7 B6 B5 B4 B3 B2 B1] is equivalent to eight 

bit binary representation of  Xij, which is the 

value of a pixel of an input image.  

Now If LE=6, six bits of input byte are reversed 

from left to generate resultant byte as [B3 B4 B5 

B6 B7 B8 B2 B1]. After reversed, the whole 

byte rotated left by six positions and hence we 

get the resultant byte as [B2 B1 B3 B4 B5 B6 

B7 B8]. This resultant byte is converted to 

equivalent decimal number Yij, where Yijis the 

value of output pixel of resultant image. Next 

value of L is incremented by one such that each 

consecutive pixel gets different values of L so 

that No of Bit to be Rotate and shift can change 

time to time. Since, the pixel value represents its 

color, the change occurred in the value of pixel 

of input image due to Bits Reversal & Rotation 

generates the encrypted image.  

Fig 1 and Fig 2 shows the input and Encrypted 

Image of Stage 1. Here password is “ghv123#” 

 

 
 

Fig 1: Input Image 

 

 
 

Fig 2: Encrypted Image after part 1 

 

After this stage of encryption technique Logical       

XOR operation is performed between the each pixel 

value and the each character of the Effective Key i.e. 

if the Key is “Bell007” the Effective Key is “Bel07” 

and 1
st
 pixel value will be X-ORed with the eight bit 

binary value of ‘B’ and next pixel with ‘e’ and so on. 

From 6
th

 pixel same process repeat until the last pixel 

of the input image which is the output of previous 

stage is shown in Fig 3. 

 

 
 

Fig 3: Final Encrypted Image 
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IV. EXPERIMENTAL RESULT 

The algorithm has been applied on different 

types of Images and different testing has done to 

check the performance of the algorithm is furnished 

in Table 1. 

Table 1: Key, Image and their Encrypted Images 

V. TESTING 

5.1. KEY SENSITIVITY ANALYSIS 

The images are successfully decrypted by 

applying reversed operations with same key and they 

have been not decrypted with different keys.  The 

decryptions of Lena image with proper key and 

wrong key are shown in Fig 4 and Fig 5.  The 

algorithm is very much sensitive with key. The 

change of key has given the completely different 

image. 

 

Fig 4: After Decryption with key “Kolkata98()” 

 

 
 

Fig 5: After Decryption with wrong key “kolkata” 

 

5.2. ENTROPY ANALYSIS 

Entropy of an Image is represented by the formula 

)(

1
log)()( 2

i

i

mp
mpmH

,    

p(mi)= Probability of pixel value mi 

Image entropy is used to describe the amount of 

information which must be coded for by a 

compression algorithm. An image, whose entropy is 

zero is perfectly flat and can be compressed to a 

relatively small size. Low entropy images, have very 

little contrast whereas an image of high entropy has a 

great deal of contrast from one pixel to the next and 

cannot be compressed as much as low entropy 

images. Now output of the above equation will be 8 

because a true random system should generate 2
8
 

symbols with equal probability. The entropy of the 

Original Image and the Encrypted Image has been 

given in the following Table 2  and it has been 

observe that the proposed algorithm is sustainable 

against entropy attack. 
 

Table 2: Image and their Entropy values 

 

Image 

Name 

Original Image 

Entropy 

Encrypted Image 

Entropy 

Tusi 7.6402 7.9695 

Lina 7.6116 7.9061 

Eye 7.1974 7.9725 

Linux 7.3269 7.9663 

 

KEY ORIGINAL 

IMAGE 

ENCRYPTED 

IMAGE 

chin45! 

  

Kolkata9

8() 

 
 

Chinmoy

@12 

  

Chinmoy

@12 
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5.3.HISTOGRAM ANALYSIS 

Histogram of an Image describes the 

statistical characteristics of that image. For an 

attacker it is very difficult to extract from the 

statistical nature of pixels of the plain image out of 

the encrypted image if the histogram of the encrypted 

Image are similar to random Image. The histogram 

analysis reference to Table 1 has been shown in the 

Fig 6. 

 

Tusi 

 

Lina 

 

Eye 

 

Linu

x 

 

Fig 6: Histogram of Original and Encrypted Images 

 

 

V. CONCLUSION 
In this paper, a combined image encryption 

algorithm has been proposed and it has been tested on 

different images. The algorithm has successfully 

decrypted the encrypted images with proper key and 

it has not decrypted the encrypted images with wrong 

key. The entropy values of almost all encrypted 

images is nearly 8, it indicates that the pixels values 

are distributed among almost 255 different values. In 

histogram analysis, it has been observed that if there 

is even distribution of  all image pixels then it is quite 

hard to recover the input image from encrypted 

image.  
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ABSTRACT 

Digital Watermarking technique is used to embed the useful information in a transmission media for copyright 

protection, authentication and broadcast monitoring etc. This paper describes an image hiding method using Fast 

Fourier Transform (FFT) algorithm which calculates the Peak Signal to Noise Ratio (PSNR) values and compare 

them with Gray Scale and Discrete Cosine Transform (DCT). The experimental results show that the quality and 

embedding capacity of watermarked image for this scheme is higher as compared to other existing watermarking 

schemes.  

Keywords: DCT, Gray Scale, FFT, PSNR. 

 

I. INTRODUCTION 
The digital revolution, the explosion of 

communication networks, and the increasingly 

growing interest of the general public in new 

information technologies lead to exponential growth of 

multimedia document traffic (Digital image, text, 

audio, video, etc.). Ensuring the protection and control 

of the exchanged data has become a major issue. The 

digital nature of multimedia documents can make 

them get duplicated, modified, and transformed very 

easily [1]. 

Digital watermarking  [8][9][10][11] is the technology 

that represents an effective method which provides 

security, authentication of data and copyright 

protection to the digital media. It involves embedding 

watermark data into original information [2]. 

Watermark information cannot be stored in file header 

because anyone with a computer and a digital editing 

workstation would be able to convert the information 

to another format and remove the watermark. Thus the 

watermarks are always embedded to multimedia 

signals. There are a lot of processes performed by 

unauthorized persons who aim to damage or corrupt 

the embedded information termed as attack [4][5]. 

Digital watermarking consists of watermark 

embedding and watermark detection & extraction 

module. The watermark embedding module inserts a 

watermark key onto the cover signal and the 

watermark detector detects the presence of watermark 

signal. An entity called is used during the process of 

embedding and detecting watermarks [1]. 

 

 

 

 
 Fig 1: Watermarking Techniques 

 

A digital watermark is an invisible signature 

embedded inside an image to show authenticity and 

ownership (Fig. 1). An effective digital watermark 

should be perceptually invisible to prevent obstruction 

of the original image. It should be statistically 

invisible to prevent detection, and it should also be 

resistant to image adulteration such as filtering, 

additive noise, and compression [6]. 

Digital image authentication systems can be classified 

in several ways according to whether they ensure 

integrity or content authentication, and also according 

to the storage mode [4] [7]. 
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Fig 2: Digital Watermarking 

 

Before the watermarking image is embedded, 

it should be encrypted in advance, namely made the 

scrambling transformation in order to ensure the 

security of the watermarking information and improve 

the robustness of the original image (Fig. 2). The size 

of the image cannot be changed by the scrambling 

transformation, because the scrambling transformation 

of digital images is a reversible transformation 

attained by changing the image pixel position or gray 

level [2].  
 

II. PROPOSED METHODOLOGY 

An original image as an input image is taken 

on which a watermark is embedded. For embedding 

the watermark, the entropy [16][17] in three different 

Domains namely DCT [3], Gray Scale and FFT is 

calculated as shown in Fig. 3. The maximum entropy 

is found in FFT so it is selected for embedding the 

watermark as maximum entropy region is quiet 

immune to noise. 

Algorithm: 

Step1: An original image is taken as an input image. 

Step2: For embedding the watermark the entropy in 

three different Domains namely DCT, Gray Scale and 

FFT is calculated. 

Step3: Now, Determine the maximum entropy in FFT 

Domain. 

                   

   

 
   Watermark Embed 
 

 

 

 

 

 

 
   Fig 3: Flow Chart of Proposed Methodology 

III. EXPERIMENT & RESULTS 
The Functional code of proposed system is 

implemented using MATLAB 2012b on an intel i5 

processor. The proposed method is tested using an 

image database of various gray scale images. Some 

examples are presented in this section to show the 

effects of the modifications caused to the image after 

embedding the watermark. Up to now, no general 

benchmarking platform for watermarking systems has 

been deployed considering the quality of the produced 

watermarked image. The common practice is to 

measure the quality of the watermarked image. The 

results are presented below in Fig 4 where the original 

image along with the watermarked Fig 5 one can be 

viewed. The proposed method produces a high quality 

watermarked image shown in Fig 6. 

 

 

Fig 4: Original Image 

 

 

 
                    Fig 5: Watermark 

                                              Determine entropy in FFT 

Entropy Calculation in 
Gray      Scale, DCT, 

FFT 

Input Image 



International Journal of Engineering Research and Applications (IJERA) ISSN: 2248-9622         

National Conference on Advances in Engineering and Technology 

 (AET- 29th March 2014) 

 
Maharishi Markandeshwar University                                                                            47 | P a g e  

Fig 6: Watermarked Image 

                                         

The performance criteria include PSNR, Bit 

by Bit compression between the original and 

watermarked image. The most common metric in 

watermarking field is PSNR. The results of the 

proposed method considering PSNR are presented in 

Table 1(Fig. 7). 

 

     Table 1: Comparison Results In Terms of Quality 

 
 

 Fig 7: Results In Terms of Quality 

                      

From the results, we can conclude that the 

different domain of entropy calculation will result in 

different watermarking performance and the FFT 

domain entropy masking model show high PSNR 

value as given in Table 2 (Fig. 8). 

 

      Table 2: Calculated PSNR 

Domain PSNR/dB 

Gray Scale Pixel 41.8268 

DCT coefficients 38.6187 
FFT coefficients 43.4102 

                     

 
Fig 8: Calculated PSNR 

 

IV. CONCLUSION 
This paper finally concludes that FFT 

Domain is far better than DCT Domain and Gray 

Scale Domain. In this paper, the PSNR is considered 

as the performance parameter.  
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ABSTRACT 
This paper presents an Artificial Intelligent based Maximum Power Point Tracking (MPPT) of a  Photo-Voltaic 

array implementation using Dspace with less number of sensors. The MPPT algorithms Perturb and Observe , 

Incremental Conductance, Neural Network and Adaptive Neuro Fuzzy Inference System (ANFIS) are discussed, 

implemented and compared. The modeling of the PV array is performed in MATLAB/SIMULINK. The 

performances are evaluated by means of MATLAB/SIMULINK simulations interfaced with Dspace control desk 

and ds1104. 

Keywords - Adaptive Neuro Fuzzy Inference System (ANFIS), Incremental Conductance, Maximum Power 

Point Tracking (MPPT), Neural Network Controller, Photo-Voltaic Array, Perturb and Observe. 

 

I. INTRODUCTION 
The limitation of the energy sources and 

power quality are the major concern of this century 

thus most of the literature discuss the problems of 

natural resource depletion, environment impact, the 

rising demand of new  energy resources and 

challenging technologies to overcome these problems. 

At present, photovoltaic (PV) generation is assuming 

increased importance as a renewable energy source  

application because of distinctive advantages such as 

simplicity of allocation, high dependability, absence 

of fuel cost, low maintenance and lack of noise and 

wear due to the absence of moving parts. 

Furthermore, the solar energy characterizes a clean, 

pollution free and inexhaustible energy source. 

We know that the efficiency of the solar PV module 

is low about 13%. Since the module efficiency is low 

it is desirable to operate the module at the peak power 

point so that  the maximum  power can be delivered 

to the load under varying temperature and insolation 

conditions. Tracking the maximum power point 

(MPP) of a photovoltaic (PV) array is usually an 

essential part  in order to increase the efficiency of the 

system. The problem considered by MPPT techniques 

is to automatically find the voltage VMPP or current 

IMPP at which a PV array should operate to obtain 

the maximum power output PMPP under a given 

temperature and irradiance. As such, many MPP 

tracking (MPPT) methods have been developed and 

implemented. The methods vary in complexity,  

 

 

sensors required, convergence speed, cost, range of 

effectiveness, implementation hardware, popularity, 

and in other respects. 

There are two basic approaches in maximizing the 

power extraction: 

(a)   Using automatic sun tracker. 

(b)   Searching for the MPP conditions. 

 

In automatic sun tracker systems, the solar panels are 

controlled to follow the movement of the sun (Rizk & 

Chaiko [1]).  Due to the high cost and the energy 

consumption of the sun tracker, this approach may not 

be suitable for energy conversions at a small to 

medium power range. 

In searching for the MPP condition, many methods 

have been tried. The perturb and observe (Eftichios 

,Kostas & Voulgaris [2];  Eftichios Koutroulis, Kostas 

Kalaitzakis & Nicholas C. Voulgaris [3]; Leyva et al. 

[4]; Elgendy, Bashar & David [5]; Sharma & Purohit 

[6]; Abdalla, Zhang & Corda [7]; Brito, Sampaio, 

Luigi , Melo & Canesi [8]; Ansari , Chatterji & Iqbal 

[9] ), incremental Conductance (Scarpa, Buso, & 

Spiazzi [10]; Altas & Sharaf [11] 

;Siwakoti, Chhetri, Adhikary & Bista [12]; Guan, 

Hung, Cheng & Chi [13]) and current sweep are some 

of the fundamental approaches. Many other 

techniques like constant voltage (Elgendy, Zahawi & 

Atkinsou [14]), three points prediction Algorithm 

(Milea, Zafiu, Marin & Oltu [15]), linear reoriented 

coordinates method (LRCM) (Jung, Kim , Park , Choi 
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& Chung [16]), fractional-order incremental 

conductance method (FOICM) (Lin, Huang, Yi. & 

Chen [17]), open-circuit voltage and short-circuit 

current (Kumari & Babu [18]), dual module V and I 

method (Park, Ahn, Cho & Jong [19]), ON/OFF 

control method (Azab [20]), sensor less method 

(Kitano, Matsui, & Xu [21]), low cost method (Lopez, 

Penella, & Gasulla [22]) etc. are also reported. In all 

these methods the duty cycle of the dc-dc converter is 

adjusted to track the maximum power point (MPP).A 

smart optimal control of the dc-dc converter using GA 

techniques is proposed in (Elshaer , Mohamed A &  

Mohammed O [23]). Artificial Intelligent techniques 

algorithms like Fuzzy Logic (Balasubramanian & 

Singaravelu [24].; Wu & Widodo [25])  , Neural 

Network (Rai , Kaushika , Singh  & Agarwal [26]), 

Neuro-Fuzzy (Putri & Rifa [27]; Kamel & K. 

Nagasaka [28]; Chaouachi , Kamel & Nagasaka [29]) 

and Adaptive Neuro Fuzzy Inference System (ANFIS) 

(Radianto [30]; Tarek & Benbouzid [31]) to estimate 

the MPP using the data collected from several 

experiments performed in different environmental 

conditions are also reported. A indirect methods has 

also been proposed where the, I-V curve is adjusted 

through optimization techniques like Partical Swarm 

Optimization (PSO) (Ishaque, Salam, Amjad & 

Mekhilef [32]). Comparison between different 

methods has been performed in (Esram & Chapman 

[33]). 

Modeling and characteristics of PV module are 

described in section II. Maximum Power Point 

Tracking (MPPT) algorithms such as Perturb and 

Observe, Incremental Conductance, Neural Network 

based MPPT and ANFIS (Adaptive Neuro Fuzzy 

Inference System) based MPPT for a PV module is 

explained in section III. In section IV, the proposed 

hardware design is discussed. Simulated circuits and 

waveforms of this research are presented in section V 

followed by conclusions VI.  

II.  PV MODELING 

Modeling of a solar cell is done by connecting a 

current source in parallel with an inverted diode along 

with a series and a parallel resistance as shown in 

Fig.1. The series resistance is due to hindrance in the 

path of flow of electrons from n to p junction and 

parallel resistance is due to the leakage current. The 

single diode model shown in Fig 1 was adopted for 

simulating the PV module under different irradiance 

and temperature levels. PV modules are 

interconnected in a parallel-series configuration to 

form PV arrays as shown in Fig 2. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig 1: Single Diode Model of a PV Cell 

 

It has non-linear characteristics, and the basic 

mathematical model can be expressed as: 

 

      ---------   (1) 

where, 

 I and V are the PV array output current and voltage 

respectively,  

Iph is the photo-current that is equal to shortcircuit 

current Isc,  

I0 is the reverse saturation current,  

np is the number of modules connected in parallel,  

ns is the number of modules connected in series,  

q is the charge of an electron  

k is Boltzmann’s constant, 

 a is the p-n junction ideality factor, 1< a < 5 (a = 1 

being the ideal value),  

and T is the cell temperature. 

 

Practical arrays composed of several connected 

photovoltaic cells require the inclusion of additional 

parameters to the basic equation : 

 

    ---- (2) 

 

where, Iph and I0 are the photovoltaic and saturation 

currents of the array and 

 Vt = NskT /q is the thermal voltage of the array with 

Ns cells connected in series. 

 Rs and Rp are equivalent series and parallel array 

resistances. The light generated current (Ipv) of the 

solar cells, depends on the series and parallel 

resistances. Datasheets only provides the nominal 

short-circuit current (Isc,n), which is the maximum 

current available at the terminals of the practical 

device. The assumption Isc ≈ Ipv is generally used in 

photovoltaic models because in practical devices the 

series resistance is low and the parallel resistance is 

high. The light generated current of the photovoltaic 

cell depends linearly on the solar irradiation and is 

also influenced by the temperature according to the 

following equation: 

 

Rs 

RsH 

+ 

_ 

V 

I 
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       -----------------(3) 

where Ipv,n is the light-generated current at the 

nominal condition (usually 25 
0
C and 1000W/m2), T 

and Tn are the actual and nominal temperatures, S and 

Sn are actual and nominal radiation and the short-

circuit current/temperature coefficient (KI ). Diode 

saturation currents (I0) also depend on the solar 

radiation and the cell temperature as: 

 

    -------------(4) 

 

where, Eg is the bandgap energy of the semiconductor 

and I0,n is the nominal saturation current: 

 

                 ----------------(5) 

 

with Vt,n being the thermal voltage of Ns series-

connected cells at the nominal temperature Tn. At 

normal levels of solar irradiance, the short-circuit 

current can be considered equivalent to the 

photocurrent Iph, i.e. proportional to the solar 

irradiance S (W/m2). But this may result in some 

deviation from the experimental result, so a power 

law having exponent a is introduced in equation 4 to 

account for the non-linear effect that the photocurrent 

depends on. The short-circuit current Isc of the PV 

modules is not strongly temperature dependent. It 

tends to increase slightly with increase of the module 

temperature. For the purposes of PV module 

performance, modeling this variation can be 

considered.      

Fig 2:   Equivalent Circuit of PV Module 

Fig 3: Buck Converter Configuration 

 

Fig.3 shows use of buck converter for elevating the 

output voltage Vo respect to the input voltage Vin by 

fixing the duty cycle D (with a pulse width 

modulator) according to the following relation : 

 

   ----------------------------------------(6) 

 

The modeling of the PV cell was done in 

MATLAB/SIMULINK by writing the code in the 

embedded block. The solar irradiance and temperature 

were the input to the PV module and the voltage and 

current were the output of the module. The PV array 

subsystems were modeled and connected to the MPPT 

controller and boost converter. In literature a number 

of approaches and models can be found to analyze the 

behavior of PVs (U. Boke [35]; Arias &  Rivera [36]; 

Ramaprabha & Mathur [37]). 

The PV cell model used in this work is based on the 

single diode cell. The VI characteristics ( in green)  

of a typical solar cell are as shown in the Fig 4. 

Fig 4: V-I and P-V Characteristics of PV Cell 

When the voltage and the current characteristics are 

multiplied we get the P-V characteristics (in blue) as 

shown in Fig. 4. The point highlighted as MPP is the 
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point at which the panel power output is maximum 

(Marcelo, Gazoli &  Filho [38]). 

 

III. MPPT ALGORITHMS 

The electrical power generated by a 

photovoltaic system depends on solar irradiance , 

temperature and cloud cover. The current and voltage 

at which a solar module generates the maximum 

power is known as the maximum power point which 

is not known in advance. The maximum power point 

tracking (MPPT) system basically controls the voltage 

and the current of the PV array independently of the 

connected load. It is found that the P&O technique is 

the most extensively used in commercial MPPT 

systems because it is straight forward, accurate, and 

easy to implement .MPPT algorithms Perturb and 

Observe, Incremental Conductance, Neural Network 

and Adaptive Neuro Fuzzy Inference System (ANFIS)  

which are implemented on the PV array are described 

below ( Ansari , Chatterji & Iqbal [39]). 

 

3.1Perturb and Observe 

In this method a slight perturbation is 

introduced in the system. Thus, the power of the 

module alters. Due to the perturbation if the power 

enhances, then the perturbation is carried on in the 

same direction. After the maximum power is 

accomplished, the power at the next instant 

decrements and hence the perturbation reverses. As in 

this method only one voltage and current sensor is 

used the error due to change in irradiance is 

introduced. 

 

3.2 Incremental Conductance Method  
Incremental conductance method senses both 

the voltage and current of the PV array 

simultaneously thus the error due to change in 

irradiance is eradicated. At MPP the slope of the PV 

curve is 0.
 
 

 (dP/dV)MPP=d(VI)/dV 

0=I+VdI/dVMPP 

dI/dVMPP = - I/V  ---------- (7) 

The left hand side of equation 7  is the instantaneous 

conductance of the solar panel. When this 

instantaneous conductance equals the conductance of 

the PV array then MPP is reached. This method is 

more complex and the cost of implementation is also 

high and this method is suitable for a highly 

elaborated system. 

 

3.3 Neural Network based MPPT 
Neural network architecture gives the 

appropriate solution for the non-linear and complex 

systems. Among its types, there is the back 

propagation network which is more widespread, 

important and useful. The function and results of 

artificial neural network (ANN) are determined by its 

architecture that has different kinds. The simpler 

architecture contains two layers as shown in Fig. 7.                                                      

 
Fig 7: Neural Network Model 

 

The input region receives the extern data. 

The first layer, hidden layer, contains several hidden 

neurons which receive data from the input region and 

send them to the second layer, output layer.  

In this paper, to map the relationship between the 

emulated MPP locus (EML) parameter sets and the 

parameters available from the datasheet, a two layer 

feed-forward ANN as shown in Fig 7 is utilized. The 

input layer in this case consists of PV voltage and 

current recorded under different irradiations and 

temperatures from a real time system. The number of 

hidden layer nodes is 10. The relationships between 

the inputs and outputs are given as follows (Chiu, 

Luo, Huang & Liu [40]): 

Neurons in input layer only act as buffers for 

distributing the input signals. The net input of the j
th

 

hidden unit is 

 

------- (8) 

 

where  is the weighting on the connection from the 

i
th

 input unit, represent the bias for the hidden 

layer neurons.  

The output of the neurons in the hidden layer is 

----(9) 

and the net input to the neurons in the output layer can 

be written as 

 

----------(10) 

 

where  is the weighting on the connection from 

the j
th

 input unit,  represent the bias for the second 

layer neurons. 

The output of the second layer,  , is the network 

outputs of interest, and these outputs are labeled yk . 

 

x (11) 

 

The collected data is first processed by MATLAB to 

obtain the corresponding emulated MPP locus (EML) 

parameter set. Using the collected data as input of 

artificial neural network (ANN) and the obtained 

emulated MPP locus (EML) parameter as output of 

artificial neural network (ANN), the proposed 
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artificial neural network (ANN) can be trained using 

the Neural Network Toolbox in MATLAB ( Anitha & 

Prabha [41]). 

A two-layer feed-forward network with sigmoid 

hidden neurons and linear output neurons , can fit 

multi-dimensional mapping problems arbitrarily well, 

given consistent data and enough neurons in its 

hidden layer. The network was trained with 

Levenberg-Marquardt backpropagation algorithm . 

Function fitting is the process of training a neural 

network on a set of inputs in order to produce an 

associated set of target outputs. Once the neural 

network has fit the data, it forms a generalization of 

the input-output relationship and can be used to 

generate outputs for inputs it was not trained on. 

Training data  These are presented to the network 

during training, and the network is adjusted according 

to its error.  

Validation data These are used to measure network 

generalization, and to halt training when 

generalization stops improving.  

Testing data  These have no effect on training and so 

provide an independent measure of network 

performance during and after training. 

A total of 7609 samples were collected from real time 

system out of which 5327 samples (ie) 70% was used 

as training data, 1141 samples (ie) 15% was used as 

validation data and remaining 1141 samples (ie) 15% 

was used as testing data. 

The mean square error(MSE) and regression of the 

ANN model developed is given in Table 1. 

Table 1: ANN Data Set, Mean Square Error and 

Regression 

 Samples MSE Regression 

Training 5327 2.92492e-9 1.90887e-1 

Validation 1141 2.82180e-9 1.93351e-1 

Testing 1141 2.88905e-9 1.79767e-1 

To validate the ANN model the error histogram and 

regression plot are shown in Fig 8 and Fig 9.                           

 

Fig 8:  Validation of the ANN model (Error   

Histogram) 

                    

        
Fig 9: Validation of the ANN model  (Regression 

Plot) 

 

Mean Squared Error (MSE) is the average 

squared difference between outputs and targets. 

Lower values are better. Zero means no error. 

Regression (R) Values measure the correlation 

between outputs and targets. A R value of 1 means a 

close relationship, 0 a random relationship. 

The two-layer feed-forward network with sigmoid 

hidden neurons and linear output neurons based 

artificial neural network (ANN) model developed 

using MATLAB/SIMULINK is shown in Fig.10.  

                                                 

 
Fig 10: MATLAB/SIMULINK ANN Model 

 

3.4 ANFIS (Adaptive Neuro Fuzzy Inference 

System) 

Intelligent control is the viable alternative to 

conventional control schemes. The uncertain or 

unknown variations in plant parameters can be dealt 

more effectively by using artificial intelligent 
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techniques such as fuzzy logic and neural network. 

Hence the robustness of the control system can be 

improved. The multilayer feed forward network has 

nodes which performs a particular function on 

incoming signals. Each node has different formula. 

The links in the adaptive network just indicate the 

signal flow direction (Liu & Huang [42]; Jang [43]; 

Shimi, Thilak, Jagdish & Chatterji [44]). The 

Investigators have developed an Adaptive Neuro 

Fuzzy Inference System (ANFIS) based algorithm for 

Maximum Power Point Tracking (MPPT). Voltage , 

current and the duty cycle was recorded under 

different irradiations and temperatures from a real 

time system. This real time data was used to train the 

Adaptive Neuro Fuzzy Inference System (ANFIS) 

model using MATLAB/SIMULINK (Fig. 11). 

                                           

 
Fig. 11. MATLAB/SIMULINK ANFIS Model 

IV. PROPOSED DESIGN 

 

In this proposed method the photovoltaic 

system uses a MPPT system which automatically 

varies the duty cycle of the buck converter in order to 

generate the required voltage to extract maximum 

power. 

The most popularly used MPPT algorithms Perturb 

and Observe ,Incremental Conductance, Neural 

Network based MPPT and ANFIS  based MPPT 

algorithms are used for generating the duty cycle of 

the buck converter. The block diagram of the 

proposed scheme is shown in Fig.12. Voltage and 

Current sensors are used to acquire the input PV 

voltage and Current and is fed as input to the real time 

interface unit ds1104. Dspace 1104 is interfaced  with 

MATLAB/SIMULINK in PC, which generates the 

firing pulse of required duty cycle to fire the buck 

converter. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig. 12. Block Diagram of the Proposed System 

 

V. SIMULATED CIRCUITS AND WAVEFORM 

To verify the correctness of the proposed 

maximum power point tracking (MPPT) methods, a 

37 W prototyping circuit is implemented from which 

simulations and experiments are carried out 

accordingly.  

Eldora Micro Series 36 Cell Multicrystalline PV 

Module was used for experimentation. The 

parameters of the utilized PV panel is given in Table2.  

 

Table 2 Parameters of the utilized PV panel 

Pmax (W) 37 

Vmpp (V) 18.1 

Impp (A) 2.1 

Voc (V) 21.77 

Isc (A) 2.26 

Efficiency (%) 12.01 

 

The buck converter inductance and capacitance design 

was done using the following equations  

 --------------------------------(12) 

  --------------------------------(13) 

 

for a switching frequency of 80KHz and inductance 

current ripple of 10% the  and  are 

approximated as 1mH and 100µF respectively. 

The validation of the system developed was done 

experimentally using the prototype  of the P&O,INC, 

ANN and ANFIS based maximum power point 

tracking (MPPT) system shown in Fig.13 and Fig. 14. 
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Fig.13 Prototype of the P&O, INC, ANN and 

ANFIS based MPPT 

 
Fig. 14 P&O output waveforms on control desk 

The MATLAB/SIMULINK implementation of the 

Perturb and Observe and Incremental Conductance 

MPPT subsystems are shown in Fig 15 and Fig 16 

respectively.  

 
Fig 15: Perturb and Observe MPPT Algorithm 

 
Fig 16: Incremental Conductance MPPT Algorithm 

The real time data acquisition was done using Dspace 

and the simulated circuit is as shown in Fig 17 

 
 

 

Fig 17: Real Time Data Acquisition 

 

During the experimentation the irradiation was 

changed from 450W/m
2 

 to 910 W/m2  and the 

experiment was carried out with different algorithms 

such as Perturb and Observe , Incremental 

Conductance, Neural Network and adaptive neuro 

fuzzy inference system (ANFIS). The power Vs time 

plot for all the algorithms are as shown in Fig 18. The 

slope for all the curves was also calculated as shown in 

Fig 19. By observation it was found that Perturb and 

Observe (P&O) algorithm has poor response and lot of 

oscillations. Using the linear regression equation 

y=a+bx, where the intercept (a) was equated to  zero 

then the equation becomes y=bx, where b is the slope. 

From the results it was found that the maximum b 

value resulted in adaptive neuro fuzzy inference system 

(ANFIS) which was 15.81. Thus it was conclude that 

ANFIS model gave fast response and fewer oscillations 

compared to Perturb and Observe, Incremental 

Conductance, Neural Network models. Next to 

adaptive neuro fuzzy inference system (ANFIS) the 

artificial neural network (ANN) model showed a better 

result with a slope 15.69. The incremental conductance 

model response shows a initial dip and thus the 

response the poor.    

PV array 
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Converter 

 

PC with MATLAB/ 

SIMULINK  (MPPT 

Algorithm) 

 



International Journal of Engineering Research and Applications (IJERA) ISSN: 2248-9622         

National Conference on Advances in Engineering and Technology 

 (AET- 29th March 2014) 

 Maharishi Markandeshwar University                                                                            56 | P a g e  

Fig 18: Comparison of  MPPT Alogrithms 

 

Fig 19: Comparison of  Output Power Slope 

 

VI. CONCLUSION 

The Artificial Intelligent based Maximum 

Power Point Tracking (MPPT) of a Photo-Voltaic 

array was implementation using Dspace . The MPPT 

algorithms Perturb and Observe, Incremental 

Conductance, Neural Network and Adaptive Neuro 

Fuzzy Inference System (ANFIS) were discussed, 

implemented and compared. The modeling of the PV 

array was performed in MATLAB/SIMULINK. It 

was conclude that ANFIS model gave fast response 

and fewer oscillations compared to Perturb and 

Observe, Incremental Conductance and Neural 

Network models. The proposed ANFIS model is a 

well trained system and uses only two sensors and 

thus making the system cheaper and faster compared 

to the ANFIS model discussed in literature. Next to 

adaptive neuro fuzzy inference system (ANFIS) the 

artificial neural network (ANN) model showed a 

better result. The performances were evaluated by 

means of MATLAB/SIMULINK simulations 

interfaced with Dspace control desk and ds1104. 
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ABSTRACT 

Now days, with the dramatic growth in communication and computer networks, security have become a critical 

subject for computer systems. A good way to detect the illegal users is to monitoring these user’s packets. 

Different algorithms, methods and applications are created and implemented to solve the problem of detecting 

the attacks in intrusion detection systems. In this paper, we present an intrusion detection model based on 

genetic algorithm and neural network. The key idea is to take advantage of classification abilities of genetic 

algorithm and neural network for intrusion detection system. The new model has ability to recognize an attack, 

to differentiate one attack from another i.e. classifying attack, and the most important, to detect new attacks with 

high detection rate and low false negative. This approach uses evolution theory to information evolution in order 

to filter the traffic data and thus reduce the complexity. To implement and measure the performance of this 

System. We used the KDD99 benchmark dataset and obtained reasonable detection rate.   

Keywords: Genetic Algorithm, Intrusion Detection System, KDD Cup 1999 Dataset, Neural Network. 

 

I. INTRODUCTION 
With the rapid growth of the internet, 

computer attacks are increasing at a fast pace and can 

easily cause millions of dollar in damage to an 

organization. Detection of these attacks is an 

important issue of Computer security. Intrusion 

Detection Systems (IDS) technology is an effective 

approach in dealing with the problems of network 

security. In general, the techniques for Intrusion 

Detection (ID) fall into two major categories 

depending on the modeling methods used: misuse 

detection and anomaly detection. Misuse detection 

compares the usage patterns for knowing the 

techniques of compromising computer security. 

Although misuse detection is effective against known 

intrusion types; it cannot detect new attacks that were 

not predefined. Anomaly detection, on the other 

hand, approaches the problem by attempting to find 

deviations from the established patterns of usage. 

Anomaly detection may be able to detect new attacks. 

However, it may also cause a significant number of 

false alarms because the normal behavior varies 

widely and obtaining complete description of normal 

behavior is often difficult. Architecturally, an 

intrusion detection system can be categorized into 

three types: host based IDS, network based IDS and 

hybrid IDS [1] [2]. A host based intrusion detection  

 

 

system uses the audit trails of the operation system as 

a primary data source.  

A network based intrusion detection system, on the 

other hand, uses network traffic information as its 

main data source. Hybrid intrusion detection system 

uses both methods [3]. However, most available 

commercial IDS's use only misuse detection because 

most developed anomaly detector still cannot 

overcome the limitations (high false positive 

detection errors, the difficulty of handling gradual 

misbehavior and expensive Computation [4]). This 

trend motivates many research efforts to build 

anomaly detectors for the purpose of ID [5]. The 

main problem is the difficulty of distinguishing 

between natural behavior and abnormal behavior in 

computer networks due to the significant overlap in 

monitoring data. This detection process generates 

false alarms resulting from the Intrusion Detection 

based on the Anomaly Intrusion Detection System. 

The use of Genetic algorithm might reduce the 

amount of false alarm, where Genetic algorithm is 

used to separate this overlap between normal and 

abnormal behavior in computer networks. 

II. PREVIOUS WORK 
In particular several Neural Networks based 

approaches were employed for Intrusion Detection. 

Several Genetic Algorithms (GAs) has been used for 

RESEARCH ARTICLE                    OPEN ACCESS 



International Journal of Engineering Research and Applications (IJERA) ISSN: 2248-9622         

National Conference on Advances in Engineering and Technology 

 (AET- 29th March 2014) 

 Maharishi Markandeshwar University                                                                            60 | P a g e  

detecting Intrusions of different kinds in different 

scenarios [6][7] [8] [9]. GAs used to select required 

features and to  determine the optimal and minimal 

parameters of some core functions in which different 

AI methods were used to derive acquisition of rules 

[10] [11] [12]. In [13], authors presented an 

implementation of GA based approach to Network 

Intrusion Detection using GA and showed software 

implementation. The approach derived a set of 

classification rules and utilizes a support-confidence 

framework to judge fitness function. In [14], authors 

designed a GA based performance evaluation 

algorithm for network intrusion detection. The 

approach uses information theory for filtering the 

traffic data. In   [15], authors used the BP network 

with GAs for enhancement of BP, they used some 

types of attack with some features of KDD data. A 

back-propagation Neural Network was used [16], 

authors used all features of KDD data, the 

classification rate for experiment result for normal 

traffic was 100%, known attacks were 80%, and for 

unknown attacks were 60%.  

III GENETIC ALGORITHM 

 Genetic Algorithm is chosen to make this 

intrusion detection system. This section gives an 

overview of the algorithm and the system. 

3.1. Genetic Algorithm Overview 

A Genetic Algorithm (GA) is a programming 

technique that mimics biological evolution as a 

problem-solving strategy [17]. It is based on 

Darwinian’s principle of evolution and survival of 

fittest to optimize a population of candidate solutions 

towards a predefined fitness [7]. 

GA uses an evolution and natural selection that uses a 

chromosome-like data structure and evolve the 

chromosomes using selection, recombination and 

mutation operators [7]. The process usually begins 

with randomly generated population of 

chromosomes, which represent all possible solution 

of a problem that are considered candidate solutions. 

From each chromosome different positions are 

encoded as bits, characters or numbers. These 

positions could be referred to as genes. An evaluation 

function is used to calculate the goodness of each 

chromosome according to the desired solution; this 

function is known as “Fitness Function”. During the 

process of evaluation “Crossover” is used to simulate 

natural reproduction and “Mutation” is used to 

mutation of species [7]. For survival and combination 

the selection of chromosomes is biased towards the 

fittest chromosomes. 

When we use GA for solving various problems three 

factors will have vital impact on the effectiveness of 

the algorithm and also of the applications [18].  

They are: 

 i) The fitness function; 

 ii) The representation of individuals 

iii) The GA parameters.  

The determination of these factors often depends on 

applications and/or implementation. 

3.2. Flowchart 

Fig 1 shows the operations of a general genetic 

algorithm according to which GA is implemented 

into our system. Also all the three steps of generating 

new population from old population are depicted. 

The process of generating new population from old 

population includes selection, crossover, and 

mutation. If new population is not feasible then quit, 

otherwise again repeat the generation process. 

 

 
Fig 1: Flow graph for Genetic Algorithm 

 

3.3. Steps of Precalculation System 

This system can be divided into two main phases: the 

precalculation phase and the detection phase. 

Following are the major steps in precalculation 

phase, where a set of chromosome is created using 

training data. This chromosome set will be used in 

the next phase for the purpose of comparison. 

 

Major Steps in Precalculation 

 

Algorithm: Initialize chromosomes for comparison 

Input: Network audit data (for training) 

Output: A set of chromosomes 
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1. Range = 0.125 

2. For each training data 

3. If it has neighboring chromosome within Range 

4. Merge it with the nearest chromosome 

5. Else 

6. Create new chromosome with it 

7. End if 

8. End for 

 

IV. NEURAL NETWORK 
Neural Networks (NNs) have attracted more 

attention compared to other techniques. That is 

mainly due to the strong discrimination and 

generalization abilities of Neural Networks that 

utilized for classification purposes [19]. Artificial 

Neural Network is a system simulation of the neurons 

in the human brain [20]. It is composed of a large 

number of highly interconnected processing elements 

(neurons) working with each other to solve specific 

problems. Each processing element is basically a 

summing element followed by an active function. 

The output of each neuron (after applying the weight 

parameter associated with the connection) is fed as 

the input to all of the neurons in the next layer. The 

learning process is essentially an optimization 

process in which the parameters of the best set of 

connection coefficients (weights) for solving a 

problem are found [21]. 

An increasing amount of research in the last few 

years has investigated the application of Neural 

Networks to intrusion detection. If properly designed 

and implemented, Neural Networks have the 

potential to address many of the problems 

encountered by rule-based approaches. Neural 

Networks were specifically proposed to learn the 

typical characteristics of system’s users and identify 

statistically significant variations from their 

established behavior. In order to apply this approach 

to Intrusion Detection, I would have to introduce data 

representing attacks and non-attacks to the Neural 

Network to adjust automatically coefficients of this 

Network during the training phase. In other words, it 

will be necessary to collect data representing normal 

and abnormal behavior and train the Neural Network 

on those data. After training is accomplished, a 

certain number of performance tests with real 

network traffic and attacks should be conducted [22]. 

Instead of processing program instruction 

sequentially, Neural Network based models on 

simultaneously explorer several hypotheses make the 

use of several computational interconnected elements 

(neurons); this parallel processing may imply time 

savings in malicious traffic analysis . 

 
 

V. EXPERIMENT DESIGN 
The block diagram of the hybrid model is 

showed in the following Fig 2. 

 
           Fig 2: The block Diagram of Model 

 
VI. KDD DATA SET 

KDD 99 data set are used as the input 

vectors for training and validation of the tested neural 

network. It was created based on the DARPA 

intrusion detection evaluation program. MIT Lincoln 

Lab that participates in this program has set up 

simulation of typical LAN network in order to 

acquire raw TCP dump data. They simulated LAN 

operated as a normal environment, which was 

infected by various types of attacks. The raw data set 

was processed into connection records. For each 

connection, 41 various features were extracted. Each 

connection was labeled as normal or under specific 

type of attack.  

There are 39 attacker types that could be classified 

into four main categories of attacks : 

 DOS (Denial of Service): an attacker tries 

to prevent legitimate users from using a 

service. E.g. TCP SYN Flood, Smurf 

(391458 record). 

 Probe: an attacker tries to find information 

about the target host. For example: scanning 

victims in order to get  

 Knowledge about available services, using 

Operating System (4107 record). 

 U2R (User to Root): an attacker has local 

account on victim’s host and tries to gain 

the root privileges (52 records). 

 R2L (Remote to Local): an attacker does 

not have local account on the victim host 

and try to obtain it (1124 records). 

 

The KDD 99 intrusion detection benchmark consists 

of different components [22]: 

kddcup.data;kddcup.data_10_percent; 

kddcup.newtestdata_10_percent_unlabeled;  

kddcup.testdata.unlabeled; 

kddcup.testdata.unlabeled_10_percent; corrected. 

We have used “kddcup.data_10_percent” as training 

dataset and “corrected” as testing dataset. In this 

case, the training set consists of 344,186 records 
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among which 95,140 are normal connection records, 

while the test set contains 159,696 records among 

which 59,260 are normal connection records. Table 1 

shows the distribution of each intrusion type in the 

training and the test set.  

 

VII. IMPLEMENTATION PROCEDURE 
In the precalculation phase, this procedure 

will made 23 groups of chromosomes according to 

training data. There were 23 (22+1) groups for each 

of attack and normal types presented in training data. 

Number of chromosomes in each group is variable 

and depends on the number of data and relationship 

among data in that group. Total number of 

chromosomes in all groups were tried to keep in 

reasonable level to optimize time consumption in 

testing phase. 

 

The anomaly detection is to recognize different 

authorized system users and identify intruders from 

that knowledge. Thus intruders can be recognized 

from the distortion of normal behavior. Because the 

Genetic Algorithm is classified normal from attack, 

the second stage of NN is used for classification of 

attacks type. Resilient Back-propagation networks 

(RBP) are used in this work. The number of hidden 

layers, and the number of nodes in the hidden layers, 

was also determined based on the process of trial and 

error. We choose several initial values for the 

network weight and biases. Generally these chosen to 

be small random values .The Neural Network was 

trained with the training data which contains only 

attack records as shown in Table 1. When the 

generated output result doesn’t satisfy the target 

output result, the error from the distortion of target 

output was adjusted. Retrain or stop training the 

network depending on this error value. Once the 

training was over, the weight value is stored to be 

used in recall stage. The result of the training stage of 

different network architectures with different training 

algorithms and different activation functions is 

shown in the given Table 2. 

 

Table 2: Test performance of different Neural 

Network Training functions 
Function No of Epochs Accuracy (%) 

Gradient Descent 2730 61.70 

Gradient descent with moment 2730 51.60 

Resilient back propagation 52 98.04 

Scaled conjugate gradient 274 80.87 

BFGS quasi-Newton method 282 75.67 

One step secant method 498 89.60 

Levenberg-marquardt 29 79.34 
 

As seen from above Table 2 the best training 

algorithm is Resilient back propagation which takes 

less time, low no. of epoch, and high accuracy, 

therefore We used it in this paper. The Architecture 

based on this program used one hidden layer, 

consisting of 16 neurons and 4 neurons in the output 

layer, the desired mean square error is 0.00011 and 

the No. of Epoch is 52, the result of training is 

illustrated in Table 3. 
 

Table 3: The training experiment of Resilient back 

propagation 

 Input Output Accuracy 

Dos 28580 28580 100% 

U2R 11 11 100% 

U2L 528 528 100% 

Prob 2662 2662 100% 

MSE  0.00011 

Time  00:00:54 

Epoch  52 

 

VIII. TEST AND RESULTS 
The model is designed to provide output 

values between 0.0 and 1.0 in the output nodes. The 

first stage of the model is Genetic Algorithm for 

clustering, the classification rate is 99.99% which 

means that the false negative rate is 0.01% and the 

false positive rate is 0.01% as mentioned previously 

the manner of calculation them, is very low according 

to the previous researches. Genetic algorithm 

separates the normal records from attack records, 

then the RBP stage is the classification of attack to 

four types. During the testing phase, the accuracy 

classification of each attack types was calculated, 

classification time of two different inputs of datasets, 

the result is shown in Table 4. 

 
Table 4: The Result of the Testing Phase 

Attack 

name 
Input 1 Output Accuracy Input 2 Output Accuracy 

Dos 28580 28581 99.9% 25687 25687 100% 

U2R 11 11 100% 8 8 100% 

U2L 528 528 100% 10 4 40% 

Prob 2662 2662 100% 1330 1332 99.8% 

Unknown 34 32 94.1% 228 332 68.6% 

Time(sec) 5.8292   4.6766   

 

IX. CONCLUSION 
In this paper, we present and implemented an 

Intrusion Detection System by applying genetic algorithm 

with Neural Network to efficiently detect various types of 

Table 1: Distribution of Intrusion Types in KDD Dataset 

Dataset Normal Probe Dos u2r r2l Total 

Train(“kddcup.data_
10_percent”) 

95140 4797 241458 67 2724 344186 

Test(“corrected”) 59260 4166 79853 228 16189 159696 
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network intrusions. To implement and measure the 

performance of our system, we used the standard KDD99 

benchmark dataset and obtained reasonable detection rate. 

The second stage of the model is Neural Network. After 

many experiment on the Neural Network using different 

training algorithms and object functions, We observed that 

Resilient back propagation with sigmoid function was the 

best one for classification therefore We used it in this work. 

And trail many architectures with one hidden layer and two 

hidden layers with different number of neurons to obtain 

the best performance of the Neural Network. 
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ABSTRACT 
The paper throws light on the successive journey of risk management during the previous years along with the 

role of simulation, concepts and tools to get optimize solution of reducing and accessing risk. The objective of 

the paper is to explain the concept of risk and to develop its role within the software development process and to 

introduce the use of risk management as a means of identifying & controlling risk in software development. 

There are various simulation techniques through which can be studied. 

Keyword: Risk, Risk management, Assessment, Simulation, Modeling 

 

I. INTRODUCTION 
The introduction of risk starts with the basic 

definition of risk as –it is the possibility of suffering, 

harm or loss .secondly it can be a chance of danger, 

undesirable outcome or missed opportunity as well as 

the injury of software. It can be described as 

probability and severity of adverse effect. Question 

arises is why is the software world interested in risk? 

Next definition of Risk Management is a practice 

with processes, methods, and tools for managing 

risks in a project which is the key point of the paper. 

Most obvious factor is cost factor which can be 

reduced by the project managers so that they result in 

are good risk managers. The basic process of dealing 

with the risk is to identify the risk, analyzing its 

implications, determining treatment methods, 

monitor performance of treatment methods, 

Techniques & heuristics for the identification, 

analysis, treatment & monitoring of risk.  Risk 

management is a project management tool to assess 

& mitigate events that might adversely impact a 

project, thereby increasing the likelihood of success 

[1] [2].  

1.1 Sources of software risk factors or   aspects 

which are   likely to have a negative impact on the 

project performance or Uncertainties which affect the 

project performance .ranges from – technology to 

cost ->Software->Schedule->Hardware->People to 

the whole system [3]. 

 

1.2 There are various reasons of most software 

projects go wrong.  

 

 

 

Some of the are Inadequate understanding of 

customer needs, poor requirements documents ,Poor  

requirements management, Poor or no 

architecture/design ,Code first and ask questions 

later, poorly understood legacy design/code, no peer 

reviews to catch problems early, inexperienced or 

incapable personnel, ineffective testing – misses 

serious defects 

 

II. TYPES OF RISKS 

2.1 a)Software Project Risks like Resource constraints, 

external interfaces, supplier relationships, 

nonperforming vendors, internal politics, interteam/ 

intergroup coordination problems, inadequate funding. 

b) Software Process Risks includes  Undocumented 

software process, lack of effective peer reviews, no 

defect prevention, poor design process, poor 

requirements management, ineffective planning.c) 

Software Product Risks results from lack of domain 

expertise, complex design, poorly defined interfaces, 

and poorly understood legacy system, vague or 

incomplete requirements [6] [7]. 

Questions that must be answered to identify type of risk:  

• Is the technology new to your organization? 

• Are new algorithms, I/O technology required? 

• Does the application interface with new software? 

• Is a specialized user interface required? 

 • Are you using new software engineering methods? 

• Are you using unconventional software development 

methods, such as formal methods? 

•Are there significant performance constraints? 

• Is there doubt the functionality requested is "do-able” 

[10] [15]. 
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2.2 Software risk management Process:  Software risk 

management Process revolves around risk knowledge 

base and starts from risk identification, risk analysis, 

risk planning, risk tracking, risk resolution, risk about 

risks. 

2.2.1 Risk Identification:  It is a process which starts 

from exposing risk as well as conducting walkthroughs 

where participants come without preparation to attend 

the meeting. Presenter in this case is the author of the 

product. Walkthroughs are mainly used for 

communication purpose. 

Risk Exposure = Probability x Consequence 

2.2.2 Risk MMM (Risk Mitigation, Monitoring, 

and Management : is about how we can avoid the risk 

and what factors can we track that will enable us to 

determine if the risk is becoming more or less likely and 

in  parallel what contingency plans do we have if the 

risk becomes a reality respectively  

2.2.3 Risk Mitigation:  is all about decreasing the 

probability of risk event happening or the impact of it 

happening. For this a risk table has to be built by 

estimating the probability of occurrence, estimating the 

impact on the project on a scale of 1 to 5, where 

1 = low impact on project success &    

5 = catastrophic impact on project success. 

 In the end sort the table by probability. 

Building a Risk Table:  

 

                         Table 1: Building a Risk Table 

Risk  Probability  Impact  RMMM 

   Risk 

Mitigation 

Monitoring 

& 

Management 

   

Risk-exposure: quantity is an effective technique for 

risk prioritization, Assess risk probabilities & losses on 

a scale 0-10, multiply probability by loss to determine 

exposure. 

Table 2: Building a Risk Exposure table 

Unsatisfactor

y Outcome 

Probability 

of 

unsatisfacto

ry 

outcome 

 

Loss 

caused 

by 

unsatisf

actory 

outcome 

 

Risk 

Expos

ure  

Software error 

loses key data 

3-5 8 24-40 

Processor 

memory 

insufficient 

1 7 7 

RE = Probability (UO) * Loss (UO), where UO = 

Unexpected outcome 

Given the example above, the Risk Exposure is 10% x 

$100,000 = $10,000 and 10% x 2 calendar week = 0.2 

calendar week. Comparing the Risk Exposure 

measurement for various risks can help identify those 

risks with the greatest probable negative impact to the 

project or product and thus help establish which risks 

are candidates for further action [5] [8] [10]. 

2.2.4 Quantification of Risk: is to allowing solution 

ideas to be evaluated more critically, feedback on risks 

we missed, feedback on impact of risks we anticipated, 

us to allocate resources to deal with risks, to determine 

whether a risk is acceptable and encourages design 

awareness of risk 

2.3 Analysis of risks: For analyzing the risk several 

questions or a questionnaire is be built to find out 

the exact location of the housing of risk. For 

Example: How severe is the consequence? How 

likely is the occurrence? Is the risk exposure 

acceptable? How soon must the risk be dealt with? 

What is causing the risk? Are there similarities 

between risks? Are there dependency relationships? 

What are the risk drivers?  

2.3.1 Activities for analysis of risks: Grouping: 

Eliminate redundant risks; Combine related risks; Link 

dependent risks.  

Determining risk drivers: Underlying factors that 

affect severity of consequence, may affect estimation of 

probability, consequence, risk exposure which increases 

understanding of how risks can be mitigated.  

Ranking: Order of likelihood, consequence, exposure, 

time frame. 

Determining root causes sources of risk: Old-fashion 

root cause analysis, identify    common root causes e.g. 

no. of persons leaving the project. 

2.2 Planning: Resolution Strategies 

a) Risk Avoidance: Prevent the risk from occurring, 

reduce probability to zero 

 b) Risk Protection: Reduce the probability and/or 

consequence of the risk before it happens  

c) Risk Reduction: Reduce the probability and/or 

consequence of the risk after it happens  

d) Risk Research: Obtain more information to 

eliminate or reduce uncertainty  

e) Risk Reserves: Use previously allocated schedule or 

budget slack   

 f) Risk Transfer: Rearrange things to shift risk 

elsewhere (to another group, for example) 

2.4.1 Planning: Activities 

Specify scenarios: How would we be able to tell it is 

really happening?  Define quantified threshold for early 

warning what to monitor, when we consider the risk to 

be happening. Develop resolution alternatives: Ways to 

eliminate mitigate or handle the risk. Select resolution 

approach, what has the best Return on Investment 

(ROI)? Specify risk action plan, Document decisions 

2.4.2 Tracking:  

Monitor risk scenarios: a) Watch for signs of a risk 

scenario occurring, b) Compare indicators to trigger 

conditions: Watch indicator metrics – do they satisfy 

trigger conditions. c)  Notify stakeholders: Let 

stakeholders know the risk is happening; execute action 

plan, Collect statistics: Update risk database. [22]. 
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III. EVALUATING RISK MANAGEMENT 

WITH THE USE OF SIMULATION 
3.1.1 STEPS IN SIMULATION STUDY: 

First and foremost step is to optimize a 

solution and to formulate a problem. Former process 

requires construction of a base model construction .Data 

is collection through various methods, methods and 

tools are known for model programming, validation of 

the programming and models are to be needed, after 

validation simulation run and analysis is done 

.Documentation and implementation is to done in the 

end for the construction of simulation study [16] [18]. 

3.1.2 Simulation for Managing Software Development 

Risks: Researching common and significant software 

development risk factors and their effects, after adopting 

a base model, simulating the selected factors. Design 

simulator as a tool specifically for Risk Management. 

3.1.3 Simulation features for management science: 

There are one or more stochastic input processes that are 

specified via probability and from which synthetic 

realization can be generated and there should be a 

logical model that updates the system state upon the 

occurrence of some discrete events. From the logical 

model some output processes typically ordered by some 

concept of time, that represent the system behavior of 

interest to the analyst. 

Probabilistic cost/schedule estimation to assess Risk: 

i)Two common methods of probabilistic estimation 

involve inputting PERT distributions and/or using 

Monte Carlo simulation. ii) The PERT probability 

distribution used in many cost/schedule estimation tools 

in a form of a Beta distribution. It is specified by three 

parameters: a minimum value, a most likely value, and a 

maximum value 

An approach to simulate risk factor: One of the 

proposed purposes for software process simulation is the 

management of software development risks, usually 

discussed within the category of project planning and 

management. However, modeling and simulation 

primarily for the purpose of software development risk 

management has not been explored and is quite limited. 

For Example - an approach to simulate Low Morale - a 

risk factor, to analyze its effect on certain software 

development risk management activities [19]. 

Project Risk Assessment Approach for schedule 

delays: Almost every large project is subject to schedule 

delays, and furthermore schedule delays often translate 

into cost overruns and a project risk assessment is 

performed to identify and mitigate potential contributors 

to cost increases and schedule delays. The assessment is 

used to establish schedule buffer to contain potential 

overruns.  

 

IV.  LITERATURE SURVEY 

Survey of all the Literature starts with the 

review of all the previous papers published during the 

past years. 

In [13], authors proposed that software process 

simulation is the management of software development 

risks related within the category of  project 

planning/management. They also describe an approach 

to modeling risk factors and simulating their effect as a 

means of supporting certain software development risk 

management activities. 

The management of risks is a central issue in the 

planning and management of any venture. In the field of 

software, Risk Management is a critical discipline. Risk 

management is a discipline for living with the 

possibility that future events may cause adverse effects. 

Risk management partly means reducing uncertainty 

[2]. 

According to the Technical Report published by Roger 

L. Van Scoy from CEI, Carnegie Mellon University, 

Pittsburgh, Pennsylvania states that what risk is and 

everyone has an intuitive understanding of risk; it 

surrounds us in the world. But how can understanding 

risk help programs be more successful. For that purpose 

we need to understand that a risk is not a problem.. To 

be technically precise, there are two factors that 

comprise a risk- firstly the Probability or likelihood that 

it will occur and secondly the loss resulting from its 

occurrence. Risk is a part of any activity and can never 

be eliminated, nor can all risks ever be known. Risk in 

itself is not bad; risk is essential to progress, and failure 

is often a key part of learning. But we must learn to 

balance the possible negative consequences of risk 

against the potential benefits of its associated 

opportunity. There is a possibility that the application of 

software engineering principles and theory will lead to 

product fail to yield the right product.         

In [12], authors argued that a system oriented approach 

based on functional abstraction rather than structural 

decomposition is needed. Therefore task analysis 

focused on action sequences and occasional deviation in 

terms of the human errors should be replaced by a 

model of behavior shaping mechanism in terms of 

human errors should be replaced by a model of behavior 

shaping mechanisms in terms of work system 

constraints, boundaries of acceptable performance and 

subjective criteria guiding adaptation to change. 

In [7], authors describe all the sources of uncertainty 

and risk, their implications for software organizations, 

and how risk and uncertainty can be managed. 

Specifically, they assert that uncertainty and risk cannot 

be managed effectively at the individual project level. 

These factors must be considered in an organizational 

context. 

In [14], authors stated a stochastic simulation of risk 

factors potential effects for software development risk 

management so that the risk factors can be identified 

and can have a minimum value in the lower range i.e.  

starting from 0-5. 

The software teams need to manage risk and she also 

tried to concentrate that various tools like Gantt charts, 

pert can be used to evaluate the risks [23]. 

In [12], authors taken an approach taken in this study is 

similar to the benchmarking methodology developed by 

Camp, Balm and looked at current practice in the more 

successful organizations and attempted to identify what 
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it is that they do that others do not. This approach can be 

extended to other aspects of the risk management 

process, such as assignment of roles and responsibilities, 

timing and frequency of risk management activities, and 

amount of effort applied. It could also be applied to the 

benchmarking proponents advocate, to many aspects of 

the organization. 

In [22], authors provide a methodological framework to 

identify, prioritize, access, and manage risks at different 

scenarios. 1. Scenario identification, 2. Scenario 

filtering 3. Bi-Criteria Filtering 4. Multi Criteria 

Evaluation 5. Quantitative Ranking 6. Risk Management 

7. Safeguarding against missing critical items 8. 

Operational Feedback [22].  

Hany H. Ammar, Sherif M. Yacoub states that there are 

architectural level risks based on components like 

connectors which calls one module to another. These 

risks can be described as subjective risks. Severity 

analysis is performed using Failure Mode and Effect 

Analysis (FMEA) as applied to architecture models. 

Based on analysis scenarios, a risk assessment model 

has been developed that represents components, 

connectors, component risk factors, connector risk 

factors, and probabilities of component interactions. 

Also develop a risk analysis algorithm that aggregates 

risk factors of components and connectors to the 

architectural level. Using the risk aggregation and the 

risk analysis model, the overall risk factor of the 

architecture as the function of the risk factors of its 

constituting components and connectors are identified 

[9]. 

Donald Reifer stated in his article differentiates between 

the latest Internet and intranet development climate with 

earlier releases and identifies the 10 greatest risks. He 

also emphasized on Software engineers need to strike a 

balance between the technologies that many in the 

Internet world depend upon, on the one hand, and the 

tried and true processes that promote risk management 

and help us achieve business goals, on the other. The 

just do it attitude of the past few years has done as much 

harm as good to the software engineering profession. 

While a few good practices have emerged for Internet 

development, many time-tested software engineering 

practices were jettisoned based on the faulty belief that 

teams don't have time to put these practices to work. 

In [21], author stated that the software to be released 

based on the performance measurement may be 

considered to be in a number of states of deterioration. 

The performance measurement work of the software is 

inspected after a regular interval of time say weekly and 

is classified as being in one of the states. Each state is 

considered as functionally independent. The evaluation 

is carried out using Markov analysis which looks at a 

sequence of states and analyses the tendency of one 

state to be followed by another, after each release the 

software restored to a state having        increased 

operating efficiency. This Markov process is stochastic 

in nature which has the property that the probability of 

transition from a given state to any future state depends 

only on the present state. 

Many simulation methods for software engineering have 

been proposed in [4] [5]. But again all these are 

conventional methods and don’t take component based 

nature of a software into consideration. In [18], authors 

suggested that the Software process simulation 

modeling (SPSM) has been emerging as a promising 

approach to address a variety of issues in software 

engineering area, including most important is risk 

management  Discrete event and system dynamics as 

well as hybrid simulation are widely used in real world 

management practices. In [17], authors used a 

simulation technique to know the potential effect of 

creeping user requirements on the project and the 

substantial progress achieved in the areas of requirement 

elicitation, analysis and specification etc.   

In [20], authors revealed that IT projects are always over 

budget, behind schedule and unreliable as it is a 

complicated process which involves many parties with 

different expectations. Delay in one component can 

easily affect everything else. Risk management does not 

guarantee success but has a primary role of identifying 

and responding to potential issues with sufficient lead 

time to avoid crisis situation. 

Claire Le Goues, ThanhVu Nguyen, Stephanie Forrest 

states the research advances in debugging include replay 

debugging and cooperative bug isolation. Trace 

localization, minimization, and explanation projects also 

aim to elucidate faults and ease repairs. These 

approaches typically narrow down a large 

counterexample backtrack (the error symptom) to a few 

lines (a potential cause).However, a narrowed trace or 

small set of program lines is not a concrete repair. 

Second, GenProg can theoretically work on any detected 

fault, not just those found by static analysis tools that 

produce counterexamples. Finally, these algorithms are 

limited to the given trace and source code and can thus 

never localize the “cause” of an error to a missing 

statement, adding or swapping code to address a missing 

statement is necessary for many of our repairs [26].  

Abdullah A. Alabdulkarim, Peter D. Ball, Ashutosh 

Tiwari concludes that research on the application of 

simulation to support maintenance system design and 

operation. Simulation is inherently capable of providing 

significant insight into maintenance systems in the same 

way it has been proven for the value adding processes in 

manufacturing systems. The approach used was to 

examine peer reviewed literature in a structured and 

disciplined way to establish the connection between 

simulation and maintenance and often translate into cost 

overruns. The assessment is used to establish schedule 

buffer to contain potential overruns.  

 

IV. CONCLUSION 

From the above literature the acquired 

information is that a risk management policy is a pre-

requisite of any software development process. As ever-

increasing complexity and increasing demand for faster, 

bigger and better, the software industry is a high risk 

business. When teams don't manage risk, they leave 
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projects vulnerable to factors that can cause major 

rework, major cost or schedule over-runs, or complete 

project failure. Adopting a Software Risk Management 

Program is a step every software manager can take to 

more effectively manage software development 

initiatives. Based on a positive, proactive approach, risk 

management can greatly reduce or even eliminate the 

need for crisis management within our software 

projects. Further any simulation technique can be used 

to know the potential effect of creeping user 

requirements on the project. The substantial progress 

has been achieved in the areas of requirement 

elicitation, analysis and specification.  
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